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Preface

The Sun Ray Software 5.2 Installation and Configuration Guide provides instructions for installing, upgrading, and configuring Sun
Ray Software.

1. Audience

This document is intended for users with system administration experience. It is assumed that readers are familiar with Web technolo-
gies and have ageneral understanding of Windows and UNIX platforms.

2. Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation accessible to all users, including users that are disabled.
To that end, our documentation includes features that make information available to users of assistive technology. This documentation
isavailablein HTML format, and contains markup to facilitate access by the disabled community. Accessibility standards will continue
to evolve over time, and Oracle is actively engaged with other market-leading technology vendors to address technical obstacles so that
our documentation can be accessible to all of our customers. For more information, visit the Oracle Accessibility Program Web site at
http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation
Screen readers may not always correctly read the code examplesin this document. The conventions for writing code require that closing

braces should appear on an otherwise empty line; however, some screen readers may not always read aline of text that consists solely of
abracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or organizations that Oracle does not own or control. Oracle
neither evaluates nor makes any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information, visit ht-
tp://www.oracle.com/support/contact.html or visit http://www.oracle.com/accessibility/support.html if you are hearing impaired.

3. Related Documents

The documentation for this product is available at:
http://www.oracle.com/technetwork/server-storage/sunrayproducts/docs

For additional information, see the following manuals:

¢ Sun Ray Software 5.2 Release Notes

e Sun Ray Software 5.2 Administration Guide

4. Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an action, or terms
defined in text or the glossary.

Vi
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Convention Meaning

italic Italic type indicates book titles, emphasis, or placeholder variables for which you supply par-
ticular values.

nonospace Monospace type indicates commands within a paragraph, URLS, code in examples, text that

appears on the screen, or text that you enter.
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Chapter 1. Overview of the Sun Ray Environment

This chapter provides an overview of the Sun Ray technology and describes the major areas and features of the Sun Ray environment.

1.1. What is Sun Ray Computing?

Sun Ray computing is athin client implementation that offers both desktop-like user functionality and sufficient speed and reliability
for mission-critical applications. Sun Ray Software supports both hardware and software-based clients and runs on both Linux and Sol-
aris, including Solaris Trusted Extensions.

Other client-server models typically use combinations of remote and local operating systems, applications, memory, and storage, but the
Sun Ray computing model moves all computing to a server. Instead of running applications, storing data, and doing computation on a
desktop device like a PC, the Sun Ray model simply passes input and output data between clients and the Sun Ray server, where the op-
erating system and applications are located.

1.1.1. Stateless

Clientsin a Sun Ray environment have no local disks, applications, or operating systems and are therefore considered stateless. This
setup is what makes them true thin clients. Stateless devices are inexpensive to maintain because they do not require administrators or
technicians to install, upgrade, or configure software or to replace mechanical components on the desktop.

A Sun Ray Client contains only afirmware module that performs a small set of tasks: it sends keyboard and mouse events and displays
pixel data. If adesktop device contains an operating system that can execute code at the request of a user, it has state and it is not atrue
thin client. Thistype of device requires updating and maintenance at the desktop rather than server level and it is susceptible to viruses.

1.1.2. Secure

Sun Ray Clients are also extremely secure. For instance, managing USB mass storage devices, that is, controlling the ability to enable or
disable their use, is done at the server or group level. This ability enables sites with particular security or intellectual property concerns
to eliminate many of the risks imposed by PCs and other fat clients, which rely on local operating systems, local applications, and local
data caches. Critical data can be compromised or lost when the physical device hosting the "fat" client is stolen or damaged.

1.1.3. Available

A Sun Ray session is agroup of services controlled by a Session Manager and associated with a user through an authentication token.
The sessions reside on a server rather than on the desktop. Because Sun Ray Clients are stateless, a session can be directed or redirected
to any Sun Ray Client on the appropriate network or subnetwork when auser logsin or inserts a smart card.

Although the session continues to reside on a server, the session appears to follow the user to the new client. This functionality, called
hotdesking, provides the ability of usersto access their sessions from any client on their network. Hotdesking can be implimented with
smart cards or without smart cards through the non-smart card session mobility (NSCM) feature.

Most large Sun Ray implementations also include one failover group of Sun Ray servers to ensure uninterrupted service whenever a

server is off-line. When afailover group is configured, the Sun Ray Software optimizes performance by spreading the computing load
among the serversin the group.

1.2. Parts of the Sun Ray Environment

The Sun Ray Software is the central piece of the overall Sun Ray environment. From a high-level perspective, a Sun Ray environment
consists of three main areas. the clients, the physical network, and the Sun Ray server, where the Sun Ray Software isinstalled. Fig-
ure 1.1, “Parts of the Sun Ray Environment” shows the connections within a Sun Ray environment.

Figure 1.1. Parts of the Sun Ray Environment
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The following sections provide a high-level overview of each area.

1.2.1. Clients

Currently, there are two main types of clients: a Sun Ray Client and an Oracle Virtual Desktop Client.
1.2.1.1. Sun Ray Client

A Sun Ray Client is a hardware unit that can potentially exceed the full functionality of a desktop computer, but with less administrative
and environmental costs. A Sun Ray Client acts as aframe buffer on the client side of the network. Applications run on a Sun Ray serv-

er and render their output to avirtual frame buffer. The Sun Ray Software formats the rendered output and sends it to the appropriate
Sun Ray Client, where the output is interpreted and displayed.
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From the point of view of network servers, Sun Ray Clients are identical except for their Ethernet mac address. If a Sun Ray Client ever
fails, it can easily be replaced because no dataresides on it. An IP addresses is leased to each Sun Ray Client when it is connected and it
can be reused when the DTU is disconnected. | P address leasing is managed by DHCP.

Various models of Sun Ray Clients are available, differing primarily with respect to size, type, and supported monitor resol ution.
However, al Sun Ray Clients include a smart card reader, a keyboard, and a mouse.

For the smart card reader, the industry standard PC/SC-lite API isincluded for devel opers who want to encode custom applications or
other information in their users' smart cards.

By default, a Sun Ray Client runs the same Solaris or Linux operating system as the associated Sun Ray server. However, the Windows
and VMware View connectors enable users to access a Windows desktop session or aVMware View session on the client. By configur-
ing kiosk mode, users can bypass the Sun Ray Client operating system altogether and be taken directly to the assigned connector ses-
sion.

1.2.1.2. Oracle Virtual Desktop Client

An Oracle Virtual Desktop Client is a software version of a Sun Ray Client. The Oracle Virtual Desktop Client application runs on an
ordinary PC or laptop computer and provides a Sun Ray session in a desktop window. It is supported and can be installed on Windows,
Linux, and Mac OS X. An Oracle Virtual Desktop Client supports most of the standard Sun Ray Client functionality.

1.2.2. Physical Network

Aswith most networked environments, the Sun Ray environment needs a well-designed network, and it can be configured in one of
several possible ways.

For detailed descriptions of the types of network configuration and instructions on configuring each network type, see Chapter 3, Plan-
ning a Sun Ray Network Environment.

1.2.3. Sun Ray Server

The Sun Ray server runs the Sun Ray Software and it is the foundation of the Sun Ray environment. It provides al the necessary admin-
istrative support for Sun Ray Clients and Oracle Virtual Desktop Clients.

The important first step is determining what operating system environment your users need, and then you can set up your Sun Ray en-
vironment accordingly. If your users need a Linux environment, you can install Oracle Linux on the Sun Ray servers. Vice versafor
users who need a Solaris environment. If your users only plan to use a Windows desktop session, you can choose either Linux or Solaris
on the Sun Ray server, since the underlying desktop will be hidden from the users. There are afew differences when using Oracle Linux
versus the Solaris operating system for the Sun Ray server, so take that into consideration.

When providing your users with a Windows environment, it is also important to understand how the Sun Ray Software features are sup-
ported on different versions of the Windows operating systems in a remote desktop environment. Although most of features are
provided for al of the supported Windows platforms, there are differences in how they are implemented.




Chapter 2. Product Requirements

This chapter provides the product requirements for the Sun Ray Software 5.2 release.

2.1. Operating System Requirements

Table 2.1, “Supported Sun Ray Software Operating Systems’ lists the supported Sun Ray Software operating systems for the Sun Ray
Software 5.2 release.

Table 2.1. Supported Sun Ray Software Operating Systems

Platform Releases

Solaris
e Solaris 10 5/09 or later on SPARC and x86 platforms

e Solaris 10 5/09 or later on SPARC and x86 platforms with Solaris Trusted Extensions

Linux
e OracleLinux 5.5 (32-bit and 64-bit)

e OracleLinux 5.6 (32-bit and 64-bit)

Note

Oracle products certified on Oracle Linux are also certified and supported on Red Hat Enterprise Linux due to implicit
compatibility between both distributions. Oracle does not run any additional testing on Red Hat Enterprise Linux products.

For additional operating system requirements, see Additional Software Requirement.

2.2. Windows Remote Desktop Support

The following Windows remote desktops are supported with Sun Ray Software:

¢ Windows XP Professional with Service Pack 2 (64-bit)

¢ Windows XP Professional with Service Pack 3 (32-hit)

*  Windows Server 2003 R2 Enterprise Edition with Service Pack 2 (32-bit and 64-bit)

¢ Windows 7 Enterprise (32-bit and 64-bit)

*  Windows Server 2008 R2 Enterprise (64-bit)

Table 2.2, “Supported Features for Windows OS Platforms” shows what features are supported for each Windows OS platform. Some

Windows OS platforms require a Windows component to be installed for specific feature support. For detailed information, see Sec-
tion 4.5, “How to Install the Windows Connector Components on a Windows System”.

Table 2.2. Supported Features for Windows OS Platforms

Windows XP  |Windows XP  |Windows Server 2003 R2 (Windows 7 Windows Server
SP2 (64-bit) SP3 (32-bit) (32-bit/64-bit) (32-bit/64-bit) 2008 R2 (64-bit)
Adobe Flash Accelera-  |x X X X X
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Windows XP  |Windows XP  |Windows Server 2003 R2 (Windows 7 Windows Server
SP2 (64-bit) SP3 (32-bit) (32-bit/64-bit) (32-bit/64-bit) 2008 R2 (64-bit)

tion (1)

Video Acceleration (2)  |x X X X X

USB Redirection (3) X X X X X

Audio Input (4) X X X X X

Enhanced Network Se-  |x X X X X

curity

Session Directory/Ses- N/A N/A X N/A X

sion Broker

(1) For Windows XP and Windows Server 2003 R2, support is provided by the Adobe Flash accel eration component.

(2) For Windows XP and Windows Server 2003 R2, support is provided by the multimedia redirection component. For Windows 7 and
Windows Server 2008 R2, support is provided for Windows Media Video (wmv) playback.

(3) For all OS platforms, support is provided by the USB redirection component.

(4) For Windows XP and Windows Server 2003 R2, support is provided by the audio input component.

2.3. Oracle Virtual Desktop Client Support

The Sun Ray Software 5.2 release supports the Oracle Virtual Desktop Client 2.1.11 release or later.

2.4. Feature Differences Between Solaris and Linux Platforms

This page provides the list of Sun Ray Software features that are not supported on a Sun Ray server running the Linux platform.

e Smart Card Services (PS/SC-lite) for Sun Ray is not supported on Linux.
¢ The Non-Smart Card Mobile (NSCM) feature is not supported on Linux.

¢ Mass storageis not recommended with kiosk mode on Linux. Linux does not write the files until the device is prepared to be gjec-
ted, which the user can't easily do from Windows.

« Predefined kiosk sessions that support a collection of applications in arestricted, desktop-like environment are not supported on
Linux. Solaris has CDE based and Sun Java Desktop (JDS), Release 3 based support.

¢ TheVMware View connector feature is not supported on Linux.
2.5. Additional Software Requirements

2.5.1. Disk Space Requirements

Table 2.3, “Disk Space Requirements’ lists the disk space requirements for specific directories.

Table 2.3. Disk Space Requirements

Default Installation Path Requirements

/ 1 Mbyte
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Default Installation Path

Requirements

[ etc/opt/ SUNWIt/ srds 0.1 Mbytes
/ opt 70 Mbytes
[ opt / SUNWIt / sr ds 4.6 Mbytes
[ var/ adm | og (Solaris) 5 Mbytes

[ var /| og (Linux) 2.5 Mbytes

[ var/ opt / SUNWit

Allow enough disk space for the data store and |og files. For 1,000 entries, allocate roughly 1.5
Mbytes of disk space, 64 Mbytes of RAM, and 128 Mbytes of swap space.

[var/tnmp

5 Mbytes

2.5.2. Operating System

Note

OpenSSL is generally installed by default on the supported operating systems. Please confirm that OpenSSL isinstalled

before proceeding.
2.5.2.1. Solaris

« The Entire Distribution software cluster is required and must be installed.

¢ Thelatest Recommended Patch Cluster (RPC) must be installed prior to the Sun Ray Software installation.

* The Common Desktop Environment (CDE) might not be available in afuture Solaris release. Users should migrate to the Java
Desktop System. CDE will not be supported on future versions of Sun Ray Software when CDE is officially removed from the Sol-

arisrelease.

2.5.2.2. Oracle Linux

Note

The following services must be disabled during the post-installation setup:

e Firewadl

e SELinux

All the default Oracle Linux RPMs are required and must be installed on the Sun Ray server. In addition to the default RPM's, you must
install the additional RPMslisted in Table 2.4, “Required Oracle Linux RPMs’

Table 2.4. Required Oracle Linux RPMs

RPM Notes
Thisisagroup of RPMs related to software devel opment that you
Software Development support software can choose during the Oracle Linux installation. Figure 2.1, “Oracle

Linux Software Development Installation Screen” shows the install-
ation screen where you can choose this additional software support.
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RPM Notes

cdparanoia-libs-alpha9.8-27.2.i386.rpm The 32-bit version of this RPM isrequired for both 32-bit and 64-bit
systems. This RPM is needed for the Media Player.

dhcp-3.0.5-23.€l5 Servers/Network Servers

glib-1.2.10-20.€15.i386.rpm The 32-bit version of this RPM isrequired for both 32-bit and 64-bit
systems.

libXp-1.0.0-8.1.615.i386.rpm The 32-hit version of this RPM isrequired for both 32-bit and 64-bit
systems.

openldap-2.3.43-12.€l5 Servers/Network Servers

openldap-clients-2.3.43-12.el5 Base System/System Tools

openmotif22-2.2.3-18.i386.rpm The 32-hit version of this RPM isrequired for both 32-bit and 64-bit
systems.

tftp-server-0.49-2.0.1 Servers/Legacy Network Servers

utXrandr-1.2.3-1.i686.rpm (32-bit) or utXrandr- Required for Multi-monitor feature. These RPMs are provided in the

1.2.3-1.x86_64.rpm (64-bit) Suppl enent al / UTr andr / Li nux directory on the Sun Ray
Software Media Pack image.

Figure 2.1. Oracle Linux Software Development Installation Screen
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ORACLE

The default installation of Oracle Linux Server includes a set of software applicable for
general internet usage. What additional tasks would you like your system to include
support for?

Software Development N

[0 web server

[0 virtualization

[ Clustering

[ storage Clustering

You can further customize the software selection now, or after install via the software
management application.

@ Customize later ) Customize now

lDEeleaseNotes l 4@ Back l l B Next l

2.5.3. Java Runtime Environment (JRE)

Sun Ray Software 5.2 requires a 32-bit implementation of a Java(TM) 2 Platform, Standard Edition JRE(TM) of at least 1.6. The latest
Javarelease is available at http://www.oracle.com/technetwork/javal/javase/downl oads.

To check what JRE version isinstalled on your system, use the following command:

# java -version
A supported version of JRE is also bundled in the Sun Ray Software media pack for Solaris and Linux systemsin the Suppl enent al
directory.

Note

A 64-bit JRE is not suitable for use with Sun Ray Software. The 32-bit JRE is required, even when the platform is capable
of supporting a 64-bit JRE.

Note

The Sun Ray Software installation script assumes JRE isinstalled inthe/ usr / j ava directory by default. If you want to
accept the default when installing the Sun Ray Software on a Linux server, install JRE 1.6 or later on the server and then
create asymlink from/ usr/ j ava tothe newly created j r e directory. For example, the following command creates a
symbalic link fromthe/ usr/ j ava directory tothej rel . 6. 0_23 directory located in/ usr .

#1n -s jrel.6.0_23 /usr/java
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2.5.4. Sun Ray Admin GUI Web Server Requirements

The Sun Ray Administration Tool (Admin GUI) requires that a Web server be installed and running on each Sun Ray server. The Ad-
min GUI must be hosted in aweb container that supports the JavaServlet 2.4 and JavaServer Pages 2.0 specification. The Apache Tom-
cat 5.5 Web container implements these standards and runs on any operating system that has a Java Runtime Environment (JRE).

The ut conf i g script prompts for the location of an Apache Tomcat HTTP Server and asks whether it should be configured automatic-
aly.

« To configure the server automatically, supply the path and answer Yes.

¢ Toconfigurethe HTTP server later by using the ut conf i g - wcommand, answer No.

An Apache Tomcat 5.5 archive isincluded in the Sun Ray Software Media Pack image under Suppl enment al / Apache_Tontat .

The most recent version of Tomcat 5.5 can be downloaded from http://tomcat.apache.org.

The Sun Ray configuration script uses port 1660 for the Sun Ray Administration Tool (Admin GUI) by default. If this port is unavail-
able, you can configure a new port while running the ut conf i g script.

See How to Install Apache Tomcat for details.

2.5.5. Web Browser Requirements

Table 2.5, “Web Browser Requirements’ lists the tested and supported browsers for the Sun Ray Administration Tool (Admin GUI).

Table 2.5. Web Browser Requirements

Operating System Browser Support
Solaris 10 5/09 Firefox 2.0.0.4
Mozilla5.0

Mozilla 1.7 for Sun Java Desktop

Solaris 10 5/09 with Trusted Extensions Firefox 2.0.0.19
Mozilla5.0

OracleLinux 5.5 Firefox 3.0.18

Oracle Linux 5.6 Firefox 3.6.13

2.5.6. Sun Ray Data Store Port Requirements

When you configure a new Sun Ray server in afailover environment that uses SRS 5.2 only, service port 7012 is used by default.

If you aready have an LDAP (Lightweight Data Access Protocol) server configured on the Sun Ray server, it can coexist with the Sun
Ray data store. However, it must not use port 7012, which is reserved for use by the Sun Ray data store.

If you configure anew Sun Ray server in afailover group with mixed versions of Sun Ray Software, you must make sure that the
primary server isrunning Sun Ray Software 5.2.

If the secondary server isrunning SRS 5.2, no special careisrequired. Theut r epl i ca utility automatically synchronizes with the
port number on the primary.

Note
Although configuring mixed failover groups consisting of servers running various versions of Sun Ray Server Softwareis
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I possible, this practice is discouraged. For more information, see the Failover Groups chapter in the Administration Guide.

2.5.7. How to Install Apache Tomcat

If Tomcat 5.5 is aready installed on your system, you can omit the steps below and specify the path, if necessary, during the Sun Ray
Software configuration.

1. Assuperuser, open ashell window on the Sun Ray server.

% su -

2. Changetothe Apache_Tontat directory. For example:

# cd <nedi a_pack_directory>/ Suppl enent al / Apache_Tontat

3. Extract the Tomcat archive into a suitable directory, such as/ opt .
For Solaris

The Tomcat archive uses GNU tar extensions and must be untarred with a GNU-compatible version of thet ar command, such as
gtar.

# [usr/sfw bin/gtar -xvz -C /opt -f apache-tontat-5.5.20.tar.gz

For Linux

# tar -xvz -C /opt -f apache-tontat-5.5.20.tar.gz

(Optional) Create a symbolic link to the default location for the Sun Ray Software installation program.

# In -s /opt/apache-tontat-5.5.20 /opt/apache-tontat

2.6. Ports and Protocols

The following section summarize Sun Ray system port and protocol usage.

The range of dynamic/UDP ports on the server is constrained to the range defined by the ut ser vi ces- | owand ut ser vi ces-
hi gh UDP service definitions, whose default valuesin/ et ¢/ ser vi ces are 40000 and 42000 respectively.

« Dynamic/TCP ports on the client are in the range 32768-65535.

¢ Dynamic/UDP ports on the client are in the range 4096-65535.

¢ ALPrendering traffic (ALP-RENDER) always uses a UDP port number greater than 32767 at the client.

2.6.1. Sun Ray Client-to-Server Ports and Protocols

Table 2.6, “Sun Ray Client-to-Server Ports and Protocols’ lists the Sun Ray Client-to-server ports and protocols. In the table, a double-
headed arrow in the Flow column indicates the direction of the initial packet. In most cases, the client (a Sun Ray Client or Oracle Vir-
tual Desktop Client) initiates the interaction.

Table 2.6. Sun Ray Client-to-Server Ports and Protocols
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Client Flow Pro- |Flow Server |Peer Im- |Comments
Port tocol Port port-
ance
66/UDP |broadcast=>> uni- [DH- |<=broadcast 67/UDP |DHCP |Man- |Network and configura-
(BOOTP |cast=>> CP (BOOTP |Service |dat- |tion parameter discov-
C/ <=unicast S oy |ery
DHCPC) DHCPS)
Dynam- |unicast=>> TFTP |<=unicast 69/UDP |TFTP Re- |Firmware download
ic/lUDP (TFTP) |Service [com- |(Configuration paramet-
men- |er download)
ded
Dynam- |unicast=>> DNS |<=unicast 53/UDP |DNS Op- |For server name look-
ic/lUDP (domain) | Service |tional |ups
514/UDP |unicast=>> Sys-  |(none) 514/UD |Syslog |Op- |Event reporting
(syslog) log P Service |tional
(syslog)
Dynam- |broadcast=>> ALP- |<=unicast 7009/U |SunRay |Op- |On-subnet Sun Ray
ic/lUDP DIS DP Server |tional | server discovery
COV- (utauthd-
ERY gm)
Dynam- |unicast=>> ALP- |<=unicast 7009/TC |Sun Ray |Man- | Presence, control, status
ic/TCP AU- P Server |dat-
TH (utauthd) ory
Dynam- |unicast=>or uni- |ALP- |<<=unicast or <=unicast when NAT isin |Dynam- |Sun Ray |Man- |On-screen drawing, user
ic/lUDP |cast=>>when REN |use ic/lUDP |Server |dat- |input, audio
with port |NAT isin use DER con- ory
number strained
>= 32768 by utser-
vices-
low and
utser-
vices-
high
5498/UD |unicast=>> ALP- Dynam- [SunRay |Op- |Inbound audio
P AU- ic/lUDP |Server [tiona
DIO- con-
IN strained
by utser-
vices-
low and
utser-
vices-
high
Dynam- |unicast=>> ALP- |<=unicast 7011/TC |Sun Ray |Op- |Device management
ic/TCP DEV P Server |tiond
MGR (utdevm
ar)
7777/TC |unicast=> ALP- |<<=unicast Dynam- [SunRay |Op- |Device datatransfer
P DEV ic/lTCP |Server [tiona
DAT
A
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Client Flow Pro- |Flow Server |Peer Im- |Comments
Port tocol Port port-
ance
7013/UD |unicast=> ALP- |<<=unicast Dynam- |Any Op- |utquery support
P QUE ic/lUDP tional
(utquery) RY |<<=broadcast
Note

Due to CR 6985550, the keyboard may become unresponsive to input. To work around this issue, allow |CMP messages to
flow from the Sun Ray server to the client.

2.6.2. Sun Ray Server-to-Server Protocols

Table 2.7, “Sun Ray Server-to-Server Ports’ lists the Sun Ray server-to-server ports.

Table 2.7. Sun Ray Server-to-Server Ports

Sun Ray Server Port |Protocol Port Peer Notes

<<=ARP=>> All on subnet IP-to-MAC mapping
Transient SY SLOG/UDP unicast=>> 514 (SYSLOG) |Syslog Server Status reporting, if required
7009 (UTAUTHD) |<<=UTAUTHD-GM/UDP=>> 7009 Sun Ray Server | Group discovery, if required

(UTAUTHD)

broadcast or multicast
7011 <<=UTDEVMGRD/TCP=>> 7011 SR Group Mem- |Device control and status
(UTDEVMGRD) (UTDEVMGR) |ber
7008 (UTRCMD) <<=UTRCMD/TCP=> Privileged SR Group Mem- | Remote execution

ber

<<=|CMP ECHO=> Any Admin: presence (a bug)
7010 (UTAUTH-CB) |<<=UTAUTH-CB/TCP=> Transient Any Admin: control and status
7012 (UTDS) <<=UTDS/TCP=> Transient Any Data store, if required.
7007 <<=UTSESSION/TCP=> Transient Any Session members
(UTSESSIOND)
7011 (UTDEVMGR) |<<=UTDEVMGR/TCP=> Transient Any Device clients
1660 (HTTP) <<=HTTP/TCP=> Transient Localhost Web GUI, if configured
1661 (HTTPS) <<=HTTPS/TCP=> Transient Localhost Web GUI, if configured
7007 <<=UTSESSION/TCP=> Privileged Localhost Session management
(UTSESSIOND)

2.6.3. Windows Connector
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For basic Windows connector operations (RDP port access), the Windows server firewall needs TCP port 3389 open for inbound con-
nections. The Sun Ray server (where the Windows connector is running) firewall needs TCP port 3389 open for outbound connections.

2.6.4. Multimedia Redirection

For multimedia redirection, the Windows server firewall must have TCP port 6000 open for inbound connections. The Sun Ray server
(where the Windows connector is running) firewall must have TCP port 6000 open for outbound connections.
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Chapter 3. Planning a Sun Ray Network Environment

This chapter provides detailed information about for setting up the network environment to support Sun Ray Clients and Oracle Virtual
Desktop Clients. There are many options for configuring the network to support both firmware provisioning and Sun Ray server discov-
ery, but the recommended approach is a shared network configuration, detailed below.

For other network configurations that are far less common and require advanced configuration of the Sun Ray server and network, see
the Alter nate Network Configurations chapter in the Administration Guide.

3.1. Using a Shared Network Configuration

By supporting various network configurations, Sun Ray Clients and Oracle Virtual Desktop Clients can be deployed virtually anywhere,

subject only to a sufficient quality of network service between the clients and the Sun Ray server. The most common and recommended

configuration is a shared network, where the Sun Ray server and clients are part of aLocal Area Network (LAN) or Wide Area Network

(WAN) and where network services such as DHCP and DNS are already provided by existing servers. The default installation and con-

figuration procedures in this document target this configuration.

A client subnet in atypical shared network configuration meets the following criteria:

¢ DHCP services are available for Sun Ray Client IP/network configuration (Sun Ray Clients can be individually configured for static
addressing using the Configuration GUI on the Sun Ray Client)

« DNSservices are available for resolving the Sun Ray servers providing firmware (sunr ay- conf i g- ser ver s) and the Sun Ray
servers providing sessions (sunr ay- servers)

« The subnet must be able to route to the Sun Ray servers

¢ Sun Ray Clients can be behind a Network Address Translation (NAT) router or firewall (Sun Ray servers must not be behind aNAT
router or firewall)

e A Sun Ray server requires both afixed host name and a static | P address. A Sun Ray server cannot be a DHCP client.

Figure 3.1, “Shared Network Configuration” shows an example of using a shared network for a Sun Ray environment.

Figure 3.1. Shared Network Configuration
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Shared Network Configuration Example

Client Subnet Data Center Subnat

-9

Sun Ray Server

-9

Sun Ray Server

DHCP Server | l

DNS Server

Router Router

Sun Ray Clients

Note

Given the topology, Sun Ray traffic on shared networks is potentially exposed to an eavesdropper. Modern switched net-
work infrastructures are far less susceptible to snooping activity than earlier shared technologies, but to obtain additional
security the administrator may choose to activate the client's encryption and authentication features. These capabilities are
discussed in the Security chapter in the Administration Guide.

3.1.1. Configuring a Shared Network

As part of theinitial installation when using the ut set up command, Sun Ray Software is automatically configured to support a shared
network with external DHCP/DNS services. If you choose to manually install and configure Sun Ray Software with the individual com-
ponent installation commands, you need to run theut adm - L on command to configure a shared network. This command should be
run on all serversin your failover group that will provide sessions to clients. Refer to the ut admman page for more details.

3.1.2. VPN Capability

Sun Ray Clients are able to provide a VPN solution for remote users. The IPsec capability in the Sun Ray Client firmware enables the
Sun Ray Client to act asa VPN endpoint device. The most commonly used encryption, authentication, and key exchange mechanisms
are supported, along with Cisco extensions that enable a Sun Ray Client to interoperate with Cisco gateways that support the Cisco
Ez VPN protocol. Sun Ray Clients currently support IPSec VPN concentrators from Cisco and Netscreen (Juniper).

For more information, see the Sun Ray Client Firmware chapter in the Administration Guide.

3.1.3. IPMP Support
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Sun Ray Software supports arbitrary |P MultiPathing, or IPMP. IPMP provides failure detection and transparent network access failover
for a system with multiple interfaces on the same I P link. IPMP & so provides load spreading of packets for systems with multiple inter-
faces.

This feature can be very useful on a Sun Ray server by increasing its network availability and performance. IPMP is supported only on
Sun Ray serversin a shared network configuration (LAN with fully-routed subnets) and running the Solaris operating system.

For more information about the IPMP feature in Solaris and how to configure it, see the Systems Administration Guide: |P Services
manual.

When configuring IPMP, use the i f _mpadmcommand to test NIC failure.
3.1.4. Network Performance Requirements
3.1.4.1. Packet Loss

The Sun Ray Software protocol is designed to operate well in conditions where other protocols would fail. However, if you detect sus-
tained packet loss greater than 10 percent in the network, it may indicate other network problems. See Performance Tuning in the Ad-
ministration Guide for help.

3.1.4.2. Latency

Network latency between any Sun Ray client and its server is an important determinant of the quality of the user experience. The lower
the latency, the better; latencies under 50 milliseconds for round trip delay are preferred. However, like familiar network protocols such
as TCP, the Sun Ray Client does tolerate higher latencies, but with degraded performance. Latencies up to 150 milliseconds provide us-
able, if somewhat sluggish, performance.

3.1.4.3. Out-of-Order Packets

Sun Ray Clients can tolerate small occurrences of out-of-order packet delivery, such as might be experienced on an Internet or wide-
areaintranet connection. Current Sun Ray firmware maintains a reordering queue that restores the correct order to packets when they
are received out of order.

3.2. Configuring Sun Ray Server Discovery

There are two types of services that need to be discovered and used by aclient:

* A firmware server that provides the latest firmware for a Sun Ray Client.

e A session server that provides a Sun Ray display session to to any client.

These services are by default provided by the same server but may be separated. There are many ways to configure how these servers
are discovered. This section describes using pre-defined DNS entries to enable clients to find the servers. For other discovery methods

that may provide more granularity or flexibility, see the Alternate Network Configurations chapter in the Administration Guide.

The On-Screen Display (OSD) shows status during a client's server discoveries. For example, during DNS lookups, a status line in the
OSD window shows the name being looked up and, if oneisfound, the |P address.

3.2.1. Firmware Server

When you install the Sun Ray Software on a Sun Ray server or apply the latest maintenance update, the latest firmware for all supported
Sun Ray Clientsis aso installed. Any Sun Ray server providing the latest firmware for Sun Ray Clientsis considered a firmware server.

When a Sun Ray Client boots, it always checks to make sure it has the latest firmware as specified by its designated firmware server. A
Sun Ray Client's firmware server is discovered as it boots by looking at the following values in order:

1. Locally configured value (configured through Configuration GUI)

2. DHCP Sun Ray vendor option (FWSrvr)
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3. Generic DHCP option 66 (TftpSrvr) (1P Address or DNS name)

4. DNSlookup of sunray- confi g- servers (if mapped to multiple addresses, choose one randomly)

Each of these values are attempted in order until one succeeds. Although it is the last value attempted, the DNS lookup is the recom-
mended firmware discovery configuration, as described below.

If the local configuration value is used and fails, none of the others are attempted. This prevents the overwriting of custom-configured
firmware in a situation where the controlling firmware server happens to be temporarily unresponsive. See the Sun Ray Client Boot Pro-
cess section in the Administration Guide for more details on how a Sun Ray Client findsits firmware server.

Once afirmware server is discovered by a Sun Ray Client, the client retrieves a parameter file (. par nms) viaTFTP. Thisfileis used by
the client to determineif its currently installed firmware is older than the firmware on the firmware server. If so, the newer firmwareis
automatically downloaded and installed on the client.

In the event of an error in the firmware download, error messages provide additional information that can be useful in diagnosing and
correcting the problem. See Sun Ray Client Troubleshooting Icons chapter in the Administration Guide for details.

Note
By default, a client's firmware uses the configuration provided by the Sun Ray server's. par ns file, which provides a
centralized mechanism to administer firmware. However, you can enable the Configuration GUI on aclient, which enables

users to modify a Sun Ray Client'sloca configuration. See the Sun Ray Client Firmware chapter in the Administration
Guide for details.

3.2.2. Session Server

Once a client resolves whether it has the latest firmware installed, the next step in the boot processisto obtain a session from a Sun Ray
server. Aswith discovering afirmware server, the client searches for a session server in the following order:

1. Locally configured value (configured through Configuration GUI)

Generic DHCP option 49 (IP Address or DNS name)

Theser ver s=key intheclient's. par ns file

A W N

DNS lookup of sunr ay- ser ver s (if mapped to multiple addresses, choose one randomly)
Each of these values are attempted in order until one succeeds. Although it isthe last value attempted, the DNS lookup is the recom-
mended session server discovery, as described below.

See the Sun Ray Client Boot Process section in the Administration Guide for more details on how a Sun Ray Client finds its session
server.

3.2.3. Using Domain Name Service (DNS)

Although there are multiple ways to configure server discovery, the recommended way is through DNS entries. If the Sun Ray DNS
entries are defined appropriately for the Sun Ray Clients, no extra DHCP parameters are required by the Sun Ray Client except for basic
network information. When DNS is used as the default server resolution, only the TFTP transport is available.

The DNS entries for Sun Ray server discovery are asfollows:

e sunray-config-servers for firmware servers

e sunray-servers for session servers

In both cases, if the DNS entry contains multiple server addresses, one is picked randomly. And, both entries should consist of several
serversin your failover group for redundancy purposes.

| Note
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A DNS client incorporated in a Sun Ray Client's firmware allows many values to be names rather than | P addresses. Most
values can be either aname or an |P address. If aname is specified, the DNS lookup appends the DHCP (or GUI) provided
domain name. Components or the domain name are stripped successively until the lookup succeeds or only two compon-
ents are left. If none of those lookups succeed, the name islooked up by itself. If the name itself ends with a dot character
("."), the name is taken to be arooted name, and it is looked up without domain name components appended.
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Chapter 4. Installing and Configuring

This chapter provides an overview of installing and configuring Sun Ray Software on a system, which makesit a Sun Ray server.

4.1. Using the ut set up Command

Theuti nstal | andut confi g commands are the basic commandsto install and configure Sun Ray software on a system. There are
also a number of additional commands that you need to run to configure a basic Sun Ray server and make it ready to provide sessionsto
clients.

Theut set up command provides away to run all the appropriate commands, including ut i nst al | and ut conf i g, in the appropri-
ate sequenceto install and configure a Sun Ray server. By design, the ut set up command configures a Sun Ray server to use a shared
network (LAN) and it generates aset of . par ns filesinthe/ t f t pboot directory for managing Sun Ray client firmware. Thisre-
commended configuration is detailed in Chapter 3, Planning a Sun Ray Network Environment.

When you use ut set up command to initially install a Sun Ray server, it runs the following commands in sequence:

e utinstall

e utconfig

e utadm -L on (optional)

e utfwadm -A -a -V (optiona)

e utreplica (if HA/failover group selected)

e utpolicy -a -z both -g (default for Linux)

e utpolicy -a -z both -g - M(default for Solaris)

e utstart -c

See Section 4.4, “How to Install and Configure Sun Ray Software” for installation instructions using the ut set up command.

4.2. Not Using the ut set up Command

If you need to install and configure a Sun Ray server in adifferent way than what the ut set up command provides, you must run the
individual commands as noted in the previous section. The following situations may force you to do this:
e Using JumpStart (Solaris) or Kickstart (Linux) to install the software.

« Using adifferent network configuration besides a shared network. See the Alter nate Network Configurations chapter in the Adminis-
tration Guide for information about the other network configurations that are supported.

e Configuring the Sun Ray Software without the Sun Ray data store, which is known as zero administration mode.

This document does not provide detailed instructions about how to use the individual commands to install and configure Sun Ray Soft-
ware without the ut set up command. Refer to the man pages for the following commands:

e utinstall

e utconfig

e utpolicy

e utadm

e utfwadm
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e utreplica

e utstart

4.3. Automating Sun Ray Software Installations

The ut set up command enables you to clone the Sun Ray Software installation and configuration process by recording the user re-
sponses to the installation prompts and then using those responses at another time and even on another Sun Ray server. User responses
arestoredinthe/ var/ opt / SUNWit / ut di al og. d/ *. ut di al og_r esponses. props filesand are known as response files.
With ut set up and response files, you have the ability to clone a Sun Ray server installation and configuration setup or to provide de-
fault settings for a hands-free, automated installation and configuration solution. Cloning Sun Ray servers can be helpful in many situ-
ations, including setting up a number of Sun Ray serversin afailover group.

Note

Using theut set up command without any options performs an actual install and configuration on the server you run it
on.

The following commands can use the information recorded in the response files:

e utsetup

e utinstall

e utconfig

e utpolicy

e utpw

e utgroupsig

e utreplica
See the following procedures for automating Sun Ray Software installations:

e Section 4.6, “How to Clone a Sun Ray Server”

e Section 4.7, “How to Install and Configure a Sun Ray Server With Default Settings”

4.4. How to Install and Configure Sun Ray Software

This procedure usesthe ut set up command to install and configure a Sun Ray server for both the Linux or Solaris operating system.
The ut set up command configures a Sun Ray server to use a shared network (LAN) and it generates a set of . par ns filesinthe/

t ft pboot directory for managing Sun Ray client firmware (DHCP is not configured to manage firmware downloads). This configura-
tion is detailed in Planning a Sun Ray Environment.

4.4.1. Before You Begin

« Make sure the server targeted to become the Sun Ray server meets the Sun Ray Software product requirements.

¢ Create adedicated UNIX group for the sole use of the Windows connector feature. By default, the ut we group is created and used.
Thefirst character of the name must be alphabetic. Do not add usersto this group.

e A Sun Ray server requires both afixed host name and a static | P address. A Sun Ray server cannot be a DHCP client.
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4.4.2. Steps

1. Download and unzip the Sun Ray Software 5.2 Media Pack and make it accessible to the Sun Ray server.
2. Become superuser on the Sun Ray server.

To avoid installation script errors that can occur if user environment settings are carried forward, use the following command:

% su - root

3. Change directory to the downloaded media pack image.

4. Install Sun Ray Software on the Sun Ray server.

# ./utsetup

See the Examples section below for an example of the ut set up output.
When the script ends, the log files are available at:

Linux:

/var/log/utinstall.year_nonth_date_hour: m nute:second. | og
/var/ | og/ SUN\WIt / ut confi g. year _nont h_dat e_hour: m nut e: second. | og

Solaris:

/var/adm | og/ utinstall.year_nonth_date_hour: m nute: second. | og
/var/adm | og/ ut confi g. year _nont h_dat e_hour: m nut e: second. | og

The valuesin the file names reflect atime stamp of when the command was started. Check these files for notices of problems.
See Section 4.9, “Installation (utinstall) Error Messages” for alisting of ut i nst al | error messages.

5. Repeat steps 2 through 4 for each secondary server if in afailover group.
If you choose the HA group (failover group) configuration during the ut set up installation of the primary server, you can copy
the generated response file to each secondary server and use the ut set up command to replicate the failover group configuration.
For example, you can save the response file to the secondary's server's/ t np directory and then usetheut setup -a -D /tnp
command.

This strategy reduces the time needed to re-enter the same configuration information and can minimize configuration errors. See
Section 4.6, “How to Clone a Sun Ray Server” for details.

6. Add the Sun Ray server's host name or IP addressto thesunr ay- confi g- server s andsunr ay- ser ver s DNSentries,
which will make the server available to clients for firmware updates and Sun Ray sessions, respectively.

See Chapter 3, Planning a Sun Ray Network Environment for details.
7. Reboot the Sun Ray clients to download and install the new firmware provided by the Sun Ray server.
Note

When installing the Sun Ray Software 5.2 firmware on Sun Ray 3 Series Clients, the smart card LED will blink for ap-
proximately 40 seconds as the smart card controller firmware is being updated. Thisis normal.

8. If you plan to use the Windows connector, install the Windows Connector Components on your designated Windows Server. See
Section 4.5, “How to Install the Windows Connector Components on a Windows System” for details.

4.4.3. Installing RandR 1.2 (Linux)

To use the enhanced multi-monitor support on Sun Ray 2FS and Sun Ray 3 Plus Clients running Linux, you must install RandR 1.2 on
the Linux Sun Ray server.
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1. Become superuser on the Sun Ray server.
2. Changetothe Suppl enent al / UTr andr / Li nux directory in the downloaded media pack.
3. Ingal the RandR 1.2 RPM:

For 32-bit:

# rpm-i utXrandr-1.2.3-1.i686.rpm

For 64-bit:

# rpm-i utXrandr-1.2.3-1.x86_64.rpm

Onceinstalled, the new 1.2 version of the xrandr command is availablein the/ opt / SUNWit / bi n directory. The default version re-
mainsinthe/ usr/ bi n directory.

4.4.4. Installing the JDS Integration Package (Solaris)

The Java Desktop System (JDS) integration package, which deliversa CLI called ut t scwr ap that improves integration of the Win-
dows connector with the JDS desktop on Solaris 10.

1. Changetothe Suppl enent al directory in the downloaded media pack.

2. Install the IDS integration package (SUNWIt t scwr ap).
# pkgadd -d .

Theut t scwr ap command isinstalled inthe/ opt / SUNWIt t scwr ap/ bi n directory. For more information about the ut t -
scwr ap command, see the Sun Ray Clients chapter in the Administration Guide.

4.4.5. Adding Locale Support After Installation (Linux)

Theut i nstal | script asks about installing the available locale support for the Admin GUI. If you choose to install additional Admin
GUI locale support after the installation, you can use the r pmcommand to install the Admin GUI locale packages provided on the in-
stallation image:

medi a_pack_di rectory/ srss_4. 3/ Conponent s/ 10- SRSS/ Cont ent/ Sun_Ray_Cor e_Ser vi ces_4. 3/ Li nux/ Packages

4.4.6. Adding Locale Support After Installation (Solaris)

Theut i nst al | script asks about installing the available locale support for the Admin GUI. If you choose to install additional Admin
GUI locale support after the installation, you can always use the pkgadd command to install the Admin GUI locale packages provided
on the installation image:

nedi a_pack_di rect ory/ srss_4. 3/ Conponent s/ 10- SRSS/ Cont ent / Sun_Ray_Cor e_Ser vi ces_4. 3/ Sol ari s_10+/ spar c/ Packages
medi a_pack_di rectory/ srss_4. 3/ Conponent s/ 10- SRSS/ Cont ent / Sun_Ray_Cor e_Servi ces_4. 3/ Sol ari s_10+/ i 386/ Packages

4.4.7. Configuring a Headless Sun Ray Server (Linux)

If you plan to use a headless Sun Ray server running Linux and Sun Ray clients using Gnome Display Manager (GDM), then this con-
figuration will generate errors on the Sun Ray client and consume CPU processes. The errors occur because GDM assumes that the con-
sole display is present and GDM will continually attempt to (and fail to) service a non-existent console device.

The workaround isto add the - no- consol e option to the pr eadmcommand in the Sun Ray server's/ et c/ i ni tt ab file:

x: 5:respawn: / et ¢/ X11/ pr ef dm - - nodaenon --no-consol e
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Thisworkaround is not required for Oracle servers, since they have the Integrated Lights Out Manager (ILOM) Service Processor that
provides avirtual console.

4.4.7.1. Example Installation Output

The following code output shows an example installing a Linux-based Sun Ray server using theut set up - d command, which in-
stalls all the default settings:

# ./utsetup -d

=== |nstalling Sun Ray Software - utinstall ===
Li cense Agreenent

Accept? (YIN Y

# utinstall-srss Version: 4.3 Fri Apr 22 16:46:54 EDT 2011
Sun Ray Server Software 4.3 not installed
Sun Ray Data Store 3.3 not installed
Ki osk Mbde 4.3 not installed

Enter Java v1.6 (or later) location: [/usr/java] (AUTORESPONSE) /usr/java

About to Install Sun Ray Server Software 4.3
Continue? (Y/N) [Y] (AUTORESPONSE) Y

About to carry out the follow ng operations:

Install [ Sun Ray Server Software 4.3 ]

Install [ Sun Ray Data Store 3.3 ]

Install [ Sun Ray Server Software 4.3 French Adnmin GU ]

Install [ Sun Ray Server Software 4.3 Japanese Admin GU

Install [ Sun Ray Server Software 4.3 Sinplified Chinese Admin GUJ ]
Install [ Sun Ray Server Software 4.3 ]

Install [ Kiosk Mbde 4.3 ]

Install [ Kiosk Mbde 4.3 |ocalized files ]

Install [ data for utslaunch ]

Install [ Service Tags 1.1 ]

Installing Sun Ray Server Software version 4.3 ...
+++ SUNWIti - 4. 3-49.i 386.rpm

+++ SUNWIti d- 4. 3-49.i 386.rpm

+++ SUNWIt 0- 4. 3-49.i 386.rpm

+++ SUNWIt f w4, 3-49.i 386. rpm

+++ SUNWItr-4.3-49.i386.rpm

+++ SUNWIt u- 4. 3-49.i 386.rpm

+++ SUNWIt a- 4. 3-49.i 386.rpm

+++ SUNWIt st 0- 4. 3-49.i 386.rpm

+++ SUNWIt str-4.3-49.i 386.rpm

+++ SUNWIt ps- 4. 3-49.i 386.rpm

+++ SUNWIt kau- 4. 3-49. i 386. rpm

+++ SUNWIt i 0- 4. 3-49.i 386.rpm

+++ SUNWIt dsk- 4. 3-49.i 386.rpm

+++ SUNWIt gsm 4. 3-49.i 386. rpm

+++ SUNWIt ref-4.3-49.i 386.rpm

+++ SUNW i busbut - 4. 3-49.i 386.rpm

Installing Sun Ray Data Store version 3.3 ...
+++ SUNWIt dso- 3. 3-03. i 386. rpm

+++ SUNWIt dsr- 3. 3-03.i 386.rpm

Installing Sun Ray Server Software version 4.3 Adnmin GUJ
+++ SUNWIt wa- 4. 3-49.i 386. rpm

+++ SUNWIt war - 4. 3-49.i 386. rpm

+++ SUNWIt wh- 4. 3-49.i 386.rpm
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+++ SUNWIt Wl - 4. 3-49.i 386.rpm

Installing Sun Ray Server Software

+++ SUNWIt m 4. 3-49.i 386.rpm

Installing Sun Ray Server Software

+++ SUNW ut a- 4. 3- 05. i 386. rpm

+++ SUNW ut wa- 4. 3- 05. i 386. r pm
+++ SUNW utwl - 4. 3-49.i 386. rpm
+++ SUNW ut wh- 4. 3- 05. i 386. rpm
Installing Sun Ray Server Software

+++ SUNW ut a- 4. 3- 05.i 386. rpm

+++ SUNW ut wa- 4. 3- 05.i 386. rpm
+++ SUNW utw - 4. 3-49.i 386. rpm
+++ SUNW ut wh- 4. 3-05. i 386. r pm
Installing Sun Ray Server Software

+++ SUNWut a- 4. 3- 05.i 386. rpm

+++ SUNWut wa- 4. 3- 05.i 386. rpm
+++ SUNWeut W - 4. 3-49. i 386. rpm
+++ SUNWEut wh- 4. 3-05. i 386. r pm

Installing Sun

+++

+++

+++

+++

+++

+++

+++

+++

SUNV¢ Ut o- 4.

SUNWiut o- 4.

SUNVeut o- 4.

SUNW ut o- 4.

SUNWhut o- 4.

SUNW ut o- 4.

SUNW ut o- 4.

SUNVKkut o- 4.

Ray Server Software

3-05. i 386.
3-05.i 386
3-05. i 386.
3-05. i 386.
3-05.i 386
3-05. i 386.
3-05.i 386.
3-05. i 386.

rpm

.rpm

rpm

rpm

.rpm

rpm
rpm

rpm

ver sion

ver sion

version

version

ver si on

Installing Kiosk Mbde version 4.3 ...

+++ SUNVWKi or - 4. 3-49.i 386.rpm

+++ SUNVKi o- i bs-4.3-49.i 386.rpm

+++ SUNVKi 0- 4. 3-49.i 386.rpm

+++ SUNVKi om 4. 3-49.i 386. r pm

manpages . . .

French Admin GU

Japanese Admin GU

Simplified Chinese Admin GU

Localized files ...

Installing Kiosk Mbde version 4.3 localized files ...

+++

+++

+++

+++

+++

+++

+++

+++

SUNVEKi
SUNWAKi
SUNViEki
SUNW ki
SUNVIhKi
SUNW Ki
SUNW ki
SUNVKKi

0-4.
o-4.
0- 4.
0-4.
0-4.
o- 4.
0-4.
0-4.

3-05. i 386.
3-05.i 386
3-05. i 386.
3-05. i 386.
3-05. i 386.
3-05.i 386.
3-05. i 386.
3-05. i 386.

rpm

.rpm

rpm
rpm
rpm
rpm
rpm

rpm

Installing Service Tags version 1.1 ...

+++ SUNWIt svt-1.1-02.i 386.rpm

Installation of Sun Ray Server Software has conpl et ed.
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+++ Installing 'Sun Ray Connector 2.4

+++ Addi ng ' SUNWit t sc'

+++ Addi ng ' SUNWt t scr’

+++ Addi ng ' SUNWt t scd'

+++ Addi ng ' SUNWIt t sc- ki osk’

Pl ease check for errors/warnings in
/var/log/utinstall.2011_04_22_16:46:46.10g

+++ Done.

=== Creating directory structure - utacleanup

=== Perforning basic configuration - utconfig

Activating product
Product activation output being |ogged at /var/|og/ SUNWIt/utctl.2011_04_22_16:47:28.1 og

Configuration of Sun Ray Server Software

This script automates the configuration of the Sun Ray Server Software
and rel ated software products. Before proceeding, you should have read
the Installation and Configuration Guide for planning purposes. For
your conveni ence, default values (where applicable) are shown in
bracket s.

Continue? (Y/N) [Y] (AUTORESPONSE) Y

Enter new UT adm n password:

Agai n: Enter new UT adnmi n password:

Configure Sun Ray Web Administration? (Y/N) [N] (AUTORESPONSE) N
Configure Sun Ray Kiosk Mode? (Y/N) [N] (AUTORESPONSE) N
Configure this server for a failover group? (YN [N (AUTORESPONSE) N
About to configure the followi ng software products:
Sun Ray Data Store 3.3
Host nanme: vzsrstb25
Sun Ray root entry: o=utdata
Sun Ray root name: utdata
Sun Ray utdata admi n password: (not shown)
SRDS 'rootdn': cn=adm n, o=ut dat a
Sun Ray Server Software 4.3
Fai | over group: no
Sun Ray Ki osk Mdde: no
Continue? (Y/N) [Y] (AUTORESPONSE) Y
Updating Sun Ray Data Store schema ...
Updating Sun Ray Data Store ACL's ...
Creating Sun Ray Data Store ...
Restarting Sun Ray Data Store ...
Fri Apr 22 16:47 : utdsd starting
Loadi ng Sun Ray Data Store ...

Executing '/usr/bin/ldapadd -h vzsrstb25 -x -p 7012 -D cn=adnmi n, o=ut dat a'
addi ng new entry "o=utdata"

addi ng new entry "o=v1, o=ut data"

addi ng new entry "utname=vzsrstb25, o=vl, o=ut dat a"

addi ng new entry "utname=deskt ops, ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utname=users, ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utname=l ogi cal Tokens, ut name=vzsr st b25, o=v1, o=ut dat a"
addi ng new entry "utname=r awlTokens, ut name=vzsr st b25, o=v1, o=ut dat a"
addi ng new entry "utname=nul ti head, ut name=vzsr st b25, o=v1, o=ut dat a"
addi ng new entry "utname=cont ai ner, ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utname=properties, utname=vzsrstb25, o=vl, o=ut dat a"
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addi ng new entry "cn=utadm n, ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utname=smart Cards, ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utordername=probeor der, ut name=smart Car ds, ut name=vzsr st b25, o=v1, o=ut dat a"
addi ng new entry "utname=policy, ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utname=resDefs, ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utname=prefs, ut name=vzsrstb25, o=v1, o=ut dat a"

addi ng new entry "ut Pref Type=resol uti on, ut name=pref s, ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utPref d ass=advi sory, ut Pref Type=resol uti on, ut name=pr ef s, ut name=vzsr st b25, o=v1, o=ut dat a"

Added 18 new LDAP entries.

Creating Sun Ray Server Software Configuration ...

Uni que "/etc/opt/SUNWIt/ gnSi gnature" has been generated.
Restarting Sun Ray Data Store ...

Fri Apr 22 16:47 : utdsd starting
Addi ng user admin
User (s) added successful | y!

R R R R

The current policy has been nodified. You nust restart the

aut henti cation nmanager to activate the changes.
LR EE R EEEEEEEEEEEEEEEEEEEEEEEEEREEEREEEREEEREEREEEREREESEREREESES]

Enter groupnanme for W ndows Connector [utwe] (AUTORESPONSE) utwc
The group 'utwe' already exists.

A dedi cated group should be used for SRWC

Use existing group anyway (Y/N) [Y] (AUTORESPONSE) Y

Creating requi red LDAP s

addi ng new entry "utname= rennt ecllent ut name=vzsr st b25, o=v1, o=ut dat a"

addi ng new entry "utname=users, ut name=r enot ecl i ent, ut name=vzsr st b25, o=v1, o=ut dat a"

Done.

hkkkhkkkkkkkhkhkkkkkk kA kkkkkhk kA k kA kkk kA kk Ak k kA kkkk kA kkkkkhkkkkkkkhkkkkkkkkkkkkkk k k%

A restart of Sun Ray services is required before the Sun Ray Connector for
W ndows Operating Systens is used. Please run :

/ opt / SUNWIt / shi n/ ut start

Note that this will *NOT* terminate any sessions.

hkkkhkkkkkkkhkhkkkkkk kA kkkkk kA kkkkkk kA kkkkkhkkkkkkkhkkkkkkkhkkkkkkkhkkkkkkkhkkkkkkk Kk k%

Configuration of Sun Ray Server Software has conpleted. Please check
the log file, /var/log/ SUNWIt/utconfig.2011_04_22_16:47:28.10g, for errors.

=== Configuring access policy - utpolicy
Enter policy specification as if on utpolicy command line: [-a -g -z both] (AUTORESPONSE) -a -g -z both

The aut henticati on manager nust be restarted for changes to take effect.
If a significant policy change has been nade then a cold restart nust be
initiated with the follow ng command, note that all existing sessions

wi |l be terninated:

[ opt/ SUNWIt / sbin/utstart -c
If a minor policy change was nade then it is not necessary to terminate
existing sessions and a warmrestart is sufficient by executing the
fol l owi ng conmand:

/ opt / SUNWIt / shi n/ ut start

=== Configuring firmware downl oads - utfwadm
Do you want to configure Firmare downl oads for Sun Ray clients? (Y/N) [Y] (AUTORESPONSE) Y

Cor onaP1 4.3_49_2011.04.15.08.5

SunRay P10 4.3_49_2011.04.15.08.51
Cor onaP2 4.3_49_2011. 04. 15. 08. 51
Cor onaP3 4.3_49_2011. 04. 15. 08. 51
Cor onaP4 4.3_49_2011. 04. 15. 08. 51
Cor onaP5 4.3_49_2011. 04. 15. 08. 51
Cor onaP6 4.3_49_2011. 04.15. 08. 51
Cor onaP7 4.3_49_2011. 04. 15. 08. 51
SunRay P8 4.3_49_2011. 04. 15. 08. 51
SunRay P9 4.3_49_2011. 04. 15. 08. 51
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=== Enabl i ng LAN access - utadm
Do you want to enable LAN access for Sun Ray clients at this time? (Y/N) [N (AUTORESPONSE) N

=== Starting Sun Ray Software - utstart
A cold restart has been initiated... nessages will be Iogged to /var/opt/SUNWIt/I og/ nessages.

4.5. How to Install the Windows Connector Components on a Windows
System

The Windows connector feature enables you to provide Windows remote desktop services on Sun Ray clients. Sun Ray Software
provides a number of Windows connector components that you should install on a Windows system to improve the performance and
functionality of the remote desktop services.

Note

By default, the remote desktop services are not enabled on Windows 7. Y ou must specifically enable remote accessto the
Windows system. See http://technet.microsoft.com/en-us/magazine/ff404238.aspx for details.

This procedure provides the steps to install the Windows connector components on a Windows system:

« Multimediaredirection - Enhanced performance for Windows Media Player.

* Adobe Flash acceleration - Enhanced playback capabilities for Adobe Flash content.

¢ Audio/video synchronization - Enhanced audio and video synchronization for multimedia content.

« USB redirection - Enables access to USB devices connected to a Sun Ray Client from a Windows session.
e Audio input - Enables audio recording on a Sun Ray Client from a Windows session.

If you want to install the Sun Ray Connector Windows components by using the* . nsi files, you can use a 3rd-party tool to extract the
*. nei filesfromthesrs-wi ni nstall er. exe file.

Note
To bypassthe installation Ul, you canrunsr s- wi nst al | er / S from the command line.

4.5.1. Steps

1. Login tothe Windows system as Administrator.

2. If you plantoinstall the USB redirection component on a Virtual Machine (VM), you must add USB drivers on some VMsif they
do not provide drivers by default. See the How to Add USB Driversto a Virtual Machine section in the Administration Guide for
details.

3. Make sure the Windows system has access to the Sun Ray Connector Windows Components installer in the downloaded Sun Ray
Software media pack image.

nedi a_pack_i nage/ Conponent s/ 20- SRAWC/ Cont ent / Sun_Ray_Connect or _W ndows_Conponents_2. 4

4. Copythesrs-w nstall er. exe fileto the Windows system.

5. Double-click the SRS-WINSTALLER icon to start the Sun Ray Connector Windows Components Setup Wizard.
6. Review the License Agreement and click | AGREE.

7. Choose which components you want to install and click INSTALL.

| Note
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When installing the components on a Windows 7 and Windows 2008 R2 system, only the USB redirection component is
available to be installed (the other components are greyed out). SRWC uses the available multimedia capabilities of Win-
dows 7 and Windows 2008 R2, so the SRWC components are not required.

Figure 4.1. Windows Components Setup Window

ﬁlﬁun Ray Connector Windows Components Setup ! I

Chooze Components

Zhoose which Features of Sun Ray Connector Windows ORACLE
Components wou wank ko install,

Zheck the components wou want ko install and uncheck the components wvou don't want o
install, Click Install ta skart the installation.

LoD redirecrian

Multimedia redirection For Windows ¥Pf2003
adobe Flash acceleration for Windows %PJ2003
Budiofvideo synchronization For Windows %PJz003
Audio input For Windows xP[2003

Select components to install:

— Description

Space required: 14.5MB Fosition yaur mause over & component to seejts
descrphion.

Hracle

< Back Install Cancel

8.  Click FiNIsH once the installation has finished.
Restart the Windows system if instructed.
9. Goto thefollowing sections (next steps) based on the features you installed.
e Multimedia Redirection - Next Steps
¢ Adobe Flash Acceleration - Next Steps
e Audio/Video Synchronization - Next Steps

¢ USB Redirection - Next Steps

4.5.2. Multimedia Redirection - Next Steps

The multimedia redirection component does not include an audio/video demux for H.264 (MPEG-4 Part 10) video streams. To ensure
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that H.264 video streams (in MP4 or any other format) are accelerated properly, you need to download and install a third-party or free-
ware solution, such asthe MatroskaSplitter freeware: http://haali.cs.msu.ru/mkv/.

4.5.3. Adobe Flash Acceleration - Next Steps

For Adobe Flash animations, users must enable "Third party browser extensions" in their browser's Internet Options.

4.5.4. Audio/Video Synchronization - Next Steps

Note

For audio to work properly, the Sun Ray audio driver must be set as the default. If users have changed their default audio
driver, they must perform the following procedure to make the Sun Ray audio driver the default.

1

o ~ W N

From the Windows Desktop, choose SETTINGS->CONTROL PANEL.

Click SouNDs & AuDIO DEVICES.

Click the AupI0 tab.

If the Sun Ray RDP Audio Driver is not the default, select it and click ApPLY.

Close your browser and reopen it.

4.5.5. USB Redirection - Next Steps

Under MY COMPUTER, choose PROPERTIES->HARDWARE->DEVICE MANAGER to check if theut Sr Ser ver Bus entry is displayed un-
der the Syst em devi ces section. See Figure 4.2, “Verifying USB Redirection Installation” for an example.

Figure 4.2. Verifying USB Redirection Installation
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For information about how to verify that USB redirection is working from a new Windows session, see the How to Verify that USB Re-
direction is Active section in the Administration Guide.

4.6. How to Clone a Sun Ray Server

The ut set up command enables you to install and configure a Sun Ray server with the Sun Ray Software. Y ou can then use the cre-
ated response files to install and configure other servers. See Section 4.3, “ Automating Sun Ray Software Installations’ for more in-
formation about automating Sun Ray Sofware installations.

Figure 4.3, “Cloning a Sun Ray Server” shows how you can use the ut set up command to clone Sun Ray servers.

Figure 4.3. Cloning a Sun Ray Server

Cloning a Sun Ray Server

Server A @

# utsetup L >

Marfopt/'SUNWuUtiutdialog.d/
*utdialog responses.props

Server B N
# utsetup -a -D /tmp < F fmp*.utdialog responses.props
Note

The*. ut di al og_responses. props filesmay contain passwords that a malicious user could potentially decode if
read, so make sure to use sufficient security precautions when copying them. For example, the files should have secure
permissions (not readable by group or "other"), and you should remove the files from their temporary locations after you
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| complete the configuration.

1. From the Sun Ray Software media pack image, run the ut set up command to install and configure a Sun Ray server.
The responses you provide are saved inthe/ var / opt / SUNWit / ut di al og. d/ *. ut di al og_r esponses. props files.
2. Copy the response files to another server. In this example, the files are copied to Server B's/ t np directory.
3. From the mediapack image, runtheut setup -a - D /'t np command to clone the installation and configuration on the server
that you created in Step 1.
For members of the same failover group, you can typically apply the configuration without changes. For a new failover group, you

may need to edit the response files to create a new configuration (for example to specify anew primary and secondaries for replica-
tion). Theut di al og_r esponses. props(5) man page gives detail about the format of thefiles.

4.7. How to Install and Configure a Sun Ray Server With Default Set-
tings

Another way to use the ut set up command isto quickly install and configure a server with the default settings.

1. Instal, configure, and activate the basic Sun Ray Software product features for standalone use (no failover group configuration)
with aminimum of user interaction required (JRE 1.6 must beinstalled at / usr / j ava before proceeding).

utsetup -d

2. Complete the configuration:

a. Optionally configure the system in afailover group (if you did not specify identical administration passwords with the ut -
set up command for each system, then you must run the ut pwcommand at thistime).

# utgroupsig
# utreplica -p secondary-serverl [secondary-server2...]

or

# utreplica -s prinary-server

b.  Optionally configure the kiosk functionality.
# utconfig -k -d

c. Optionally configure the browser web administration interface (Apache Tomcat must beinstalled at /
opt / apache-t ontat before proceeding).

utconfig -w -d

d. Configure the Sun Ray network services.

# utadm -L on

or

# utadm - A subnet

or

# utadm-a interface
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e. Start the Sun Ray services

# utstart

4.8. How to Remove Sun Ray Software

The following procedure is not required for installation or upgrade.

To remove Sun Ray Softwarein its entirety, follow this procedure.

1. Login asthe superuser of the Sun Ray server.

2. Open ashell window and change to the/ opt / SUNWit / sbi n directory.

# cd /opt/ SUNWIt/ sbin

3. If you are removing Sun Ray Software from a server in afailover group, disable Sun Ray Client firmware downloads.

For a Private Network # ./utfwadm -D -a -n all

For a Shared Network # .Jutfwadm -D -a -N al |

4. Remove the replication configuration.

# .lutreplica -u

5. Remove the Sun Ray network interfaces.

# ./utadm -r

6. Unconfigure Sun Ray Software.

# .lutconfig -u

Answer y to al of the prompts.

7.  Uninstall Sun Ray Software.

# cd /
# [opt/SUNWIt/ sbin/utinstall -u

Answer y to al of the prompts.

8. Repeat the stepsin this procedure for all remaining Sun Ray servers.

4.9. Installation (utinstall) Error Messages

If during an installation, upgrade, or uninstall theut i nst al | script returns an error, refer to the following table for assistance.

4.9.1. All Installations
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M essage

Meaning

Resolution

utinstall: fatal, nedia-dir
is not a valid directory.

You caled the - d option, but nredi a-di r
isincomplete.

Thenedi a- di r directory requires relev-
ant patches and packages for installation.
Thenedi a- di r directory includesthe
Sun Ray directory.

XXXXXX not successfully in-
stalled

Might occur for the installation of any ap-
plication or patch if relevant packages have
not been properly installed.

Verify that he component xxxxxx is present
in the installation media directory path and
has the correct permissions, then run the
utinstal |l scriptagain.

A different version x.x of
product has been detected.
The ot her-product Software is
only conpatible with product
y.y. You must either upgrade
or renove the current product
installation before proceed-
ing. Exiting ...

Some of the applications provided with Sun
Ray Software are compatible only with cer-
tain versions of other applications.

Compatible and necessary applications are
included with Sun Ray Software. Remove
older versions, then runthe ut i nst al |
script again.

error, no Sun Ray software
packages install ed.

None of the Sun Ray components are in-
stalled on this system.

No action is required as the product is not
installed.

The following files were not
successfully replaced during

Some files were not properly replaced as
part of the upgrade.

Manually copy the listed files from the dir-
ectory, overwriting the newer filesif applic-

thi s upgrade. The saved cop- able.
ies can be found in directory
Partition Name Space Required Space AYpjdtahdugh disk space was allocated for
partition o yyy | partition. Repartition the disk and run
utinstall again.
4.9.2. Linux Installations
M essage Meaning Resolution

The followi ng packages were not
successfully removed XxXXXxx ...

The packages listed have not
been properly removed.

Usether pm - e command to remove each listed
rpm manually, thenrunuti nstal | - u again.

Renoval of product was not suc-
cessfully conpleted. See log file
for nore details.

Removal of Sun Ray Software
was incomplete.

Check the log file for the package that started the
problem and manually remove it with ther pm -
e command, thenrunut i nstal | - u again.

4.9.3. Solaris Installations

M essage M eaning Resolution
Cannot open for read adm n- Theadm n_def aul t fileisunreadable, |Verify that the installation administration
file or you called the - a option and the ad- fileexists (adm n_def aul t or other) and

m n-fil eisunreadable.

the permissions are correct.

For SPARC platforms: SunCS r el ease
is x.x, valid rel eases are:

You are attempting to install Sun Ray Soft-
ware onto a Solaris software version that

Upgrade to the supported version 10 of the
Solaris OS before installing Sun Ray Soft-
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M essage

Meaning

Resolution

10

does not support the Sun Ray Software re-
lease.

ware.

For x86 platforms: SUunCS rel ease is
X.X, valid rel eases are: 10

You are not running avalid OS release for
this platform.

Upgrade to the supported version 10 of the
Solaris OS before installing Sun Ray Soft-
ware.

Pl ease clean up the directory
[ var/tnp/ SUNWIt . upgr ade be-
fore rerunning utinstall.

Other unrelated files were found in the
pr eser ve directory.

Remove unrelated files from the directory.

Pl ease renove the existing
preserved file, pre-
served_tarfil enanme, before
rerunning utinstall.

Y ou decided not to restore from the indic-
ated tar file.

Remove the tar file before running ut i n-
stal | again.

ut preserve: unable to pre-
serve data. Error while cre-
ating archive file

Theut i nstal | script failed to preserve
existing configuration files.

Either exit and manually preserve these files
or just continue.

The follow ng packages were
not successfully renoved
XXXXXX ...

The packages listed have not been properly
removed.

Use the pkgr mcommand to remove each
listed package manually, then runut i n-
stall -uagan.

Renoval of product was not
successful ly conpl eted. See
log file for nore details.

Removal of Sun Ray Software was incom-
plete.

Check the log file for the package that star-
ted the problem and manually remove it
with the pkgr mcommand, thenrunut i n-
stall -uagan.

4.9.4. Modified System Files (Solaris)

The following files are modified during ut adm

e /etc/inet/hosts
e /etc/inet/networks

e /[etc/inet/netnasks

e Jetc/inet/dhcpsvc. conf #including all DHCP-related files

e /etc/nsswi tch. conf

e /etc/hostnane.intf

The following files are modified during Sun Ray service startup:

e /[etcl/inet/services

e /etc/inet/inetd. conf

The following files are modified during ut conf i g:
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e /etc/passwd
e /[etc/shadow

e /etc/group
After ingtallation, the following files are updated upon reboot:

 /etc/syslog. conf

e /[etc/pam conf

4.9.5. Modified System Files (Linux)

The following files are modified during ut adm

e /etc/dhcpd. conf

e /etc/nsswitch. conf

e [etc/opt/SUNWIt/ net/dhcp/ SunRay- opti ons

e« /[etc/opt/ SUNWIt/ net/dhcp/ SunRay-i nterface-ethl
e« /[etc/opt/ SUNWIt/ net/ host nane. et hl

e /[etc/opt/ SUNWIt/ net/ net wor ks

e [etc/opt/SUNWIt/ net/ net masks

e« /etc/hosts
Thefollowing files are modified during ut conf i g:

e /etc/passwd
e /[etc/shadow

e /etc/group
In addition, display files are created for each Sun Ray Client in the following directories:

¢ PreSession
¢ Post Sessi on
e Init

e PostLogin
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Chapter 5. Configuring Solaris Trusted Extensions

This chapter provides all the procedures that may need to be done when using Sun Ray Software on Solaris Trusted Extensions. For the
latest Solaris Trusted Extensions information, see http://download.oracle.com/docs/cd/E19253-01/index.html.

Based on your Sun Ray environment, perform the following procedures as root from ADMIN_LOW (global zone).

5.1. How to Configure a Private Network on Solaris Trusted Extensions

This procedure is required if your Sun Ray server is configured on a private network. See the Alter nate Network Configurations chapter
in the Administration Guide for more information.

Use the Solaris Management Console (SMC) Security Templates to assign the ci pso template to the Sun Ray server. Assign all other
Sun Ray devices on the network an admi n_| owlabel. Theadmi n_| owtemplate is assigned to the range of |P addresses you are
planning to use in the ut admcommand.

The/ et c/ security/tsol/tnrhdb file should contain the following entries when you finish:

192. 168. 128. 1: ci pso
192.168. 128. 0: admi n_| ow

1. Becomeroot from ADMIN_LOW (global zone).

2. Start the Solaris Management Console (SMC).

# snt &

3. Makethefollowing selections:

a  Inthe SMC, select MANAGEMENT TOOLS->SELECT HOSTNAME: SCOPE=FILES, POLICY=TSOL.

b. Select SYSTEM CONFIGURATION->COMPUTERS AND NETWORKS->SECURITY TEMPLATES->CIPSO.
c.  From the menu bar, choose ACTION->PROPERTIES->HOSTS ASSIGNED TO TEMPLATE.
d. Select HosT and type the IP Address of the Sun Ray interconnect
(for example, 192.168.128.1).
e. Click AbD and then OK.
f.  Select SYSTEM CONFIGURATION->COMPUTERS AND NETWORKS->SECURITY FAMILIES->ADMIN_LOW.
g. Fromthe menu bar, choose ACTION->PROPERTIES->HOSTS ASSIGNED TO TEMPLATE.
h.  Select Wildcard.
i.  Typethe|P Address of the Sun Ray Interconnect Network (192.168.128.0).
j. Click ADD and then OK.
4. Assignall Sun Ray serversinthefailover group aci pso labdl.
a  Select SYSTEM CONFIGURATION->COMPUTERS AND NETWORKS->SECURITY FAMILIES->CIPSO.
b. From the menu bar, choose ACTION->PROPERTIES->HOSTS ASSIGNED TO TEMPLATE.
c. Select Host and type the IP Address of the other Sun Ray server.
d. Click AbD and then OK.

5. Reboot the Sun Ray server.

# [ usr/ sbin/reboot
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5.2. How to Configure Shared Multilevel Ports (MLP) for Sun Ray Ser-

vices

A shared multilevel port hasto be added to the global zone for Sun Ray servicesin order to have access from alabeled zone.

10.

11.

12.

Become root from ADMIN_LOW (global zone).

Start the Solaris Management Console (SMC).

# snc &

Go to Management Tools.

Select HOSTNAME: SCOPE=FILES, PoLICY=TSOL.

Select SYSTEM CONFIGURATION->COMPUTERS AND NETWORKS->TRUSTED NETWORK ZONES->GLOBAL.
From the menu bar, choose Action->Properties.

Click ADD under MULTILEVEL PORTS FOR SHARED | P ADDRESSES.

Add 7007 as Port Number, select TCP as Protocol, and click OK.

Repeat the previous step for ports 59999, 7010, and 7015.

Restart network services by running the following command:

# svcadmrestart svc:/network/tnctl

Verify that these ports are listed as shared ports by running the following command:

# [usr/sbin/tninfo -m gl obal

Reboot the Sun Ray server.

# [usr/ sbin/reboot

5.3. How to Increase the Number of X Server Ports

Thedefaultentry in/ et c/ security/tsol /tnzonecf g makesthree displays available (6001-6003). I ncrease the number of
available X server ports per requirements.

o o > w

~

Become root from ADMIN_LOW (global zone).

Start the Solaris Management Console (SMC).

# sntc &

Go to Management Tools.

Select HOSTNAME: SCOPE=FILES, PoLICY=TSOL option.

Select SySTEM CONFIGURATION->COMPUTERS AND NETWORKS->TRUSTED NETWORK ZONES->GLOBAL.
From the menu bar, choose ACTION->PROPERTIES.

Under MULTILEVEL PORTS FOR ZONE'S | P ADDRESSES, select 6000-6003/tcp.

Click REMOVE.
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10.
11.
12.

13.

Choose ADD->ENABLE SPECIFY A PORT RANGE.

Type 6000 in BEGIN PORT RANGE NUMBER and 6050 (for 50 displays) in END PORT RANGE NUMBER.
Select TCP as the PROTOCOL.

Click OK.

Reboot the Sun Ray server.

# [usr/ sbin/reboot

5.4. How to Configure the Windows Connector on Solaris Trusted Ex-

tensions

This procedure describes how to configure the Windows connector on Solaris Trusted Extensions.

For the Sun Ray Windows Connector to function properly on a Solaris Trusted Extensions server, the Windows terminal server must be
made available at the desired level.

As superuser, open a shell window on the Sun Ray server.

To avoid script errors that can occur if user environment settings are carried forward, use the following command:

% su - root

Make a Windows system available to the publ i ¢ template.

a  Start the Solaris Management Console.

# snc &

b. Makethefollowing selections under Management Tools:
i. Select HOSTNAME:ScCOPE=FILES, PoLIcY=TSOL.
ii. Select SYSTEM CONFIGURATION->COMPUTERS AND NETWORKS->SECURITY TEMPLATES->PUBLIC.
c. Choose ACTION->PROPERTIES->HOSTS ASSIGNED TO TEMPLATE.
d. Select Host.
e. TypethelP Address of the Windows system, for example, 10.6.100.100.
f.  Click ADD.
g. Click OK.
Configure port 7014 as a shared multilevel port for the ut t scpd daemon.

a. If the Solaris Management Console is not already running, start it:

# snt &

b. Select HOSTNAME: SCOPE=FILES, POLICY=TSOL.
c. Select SYSTEM CONFIGURATION->COMPUTERS AND NETWORKS->TRUSTED NETWORK ZONES->GLOBAL.
d. Choose ACTION->PROPERTIES.

e. Enableportsby clicking ADD under MULTILEVEL PORTS FOR SHARED | P ADDRESSES.
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f. Add 7014 as PORT NUMBER, select TCP as the PRoTOCOL, and click OK.

0. Restart network services.

# svcadmrestart svc:/network/tnctl

h.  Verify that this port islisted as a shared port.

# [usr/sbin/tninfo -m gl obal

Create entries for the ut t scpd daemon in each local zone.

The/ et ¢/ servi ces fileentry for the SRWC proxy daemon is created automatically in the global zone at configuration time.
Corresponding entries need to be created in the local zones.

These entries can be created manually or by loopback-mounting the global zone/ et ¢/ ser vi ces fileinto the local zones for
read access.

To create this entry manually, insert the following entry in the local zonefile.

uttscpd 7014/tcp # SRWC proxy daenon

Loopback mount the/ et ¢/ opt / SUNWIt t sc directory in each local zone. The following example shows how to do thisfor a
zone named publ i ¢

# zoneadm -z public halt

# zonecfg -z public

zonecfg: public> add fs

zonecf g: public:fs> set dir=/etc/opt/SUNMttscC
zonecfg: public:fs> set special =/etc/opt/SUNWttsc
zonecfg: public:fs> set type=lofs

zonecfg: public:fs> end

# zoneadm -z public boot

(Optional) For TL S peer verification to work, make sure the CA certificates to be trusted are available under the /
et c/ sfw openssl / certs folderin each local zone.

Reboot the Sun Ray server.

# [usr/ sbin/reboot
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Chapter 6. Upgrading

This chapter provides instructions on how to upgrade a previously installed Sun Ray server.

6.1. How to Upgrade Sun Ray Software

This procedure describes how to upgrade Sun Ray Software on an existing Sun Ray server. This procedure relies on a specific Sun Ray
configuration. See Chapter 4, Installing and Configuring for details.

Note
Upgrades from Sun Ray Software 4 10/08 (Sun Ray Server Software 4.1) and later are supported with Sun Ray Software
5.2. You can upgrade directly to the latest Sun Ray Software 5.2.x release update, which means you do not have to up-
grade to Sun Ray Software 5.2 first before upgrading to Sun Ray Software 5.2.x.
Note
Y ou cannot migrate a Sun Ray server configuration to a hardware platform of a different Instruction Set Architecture. For
example, you cannot migrate an existing SPARC-based Sun Ray server configuration to a new x86-based Sun Ray server.
1. Confirm that the current Sun Ray server meets the Sun Ray Software 5.2 product requirements.
See Chapter 2, Product Requirements for details.
2. If you are upgrading Sun Ray serversin afailover group, consider ways to reduce downtime.

See Section 6.2, “Planning Upgrades Using Failover Groups’ for details.

3. Although the Sun Ray server configuration data is automatically preserved during an upgrade, back up the data before you up-
grade.

See Section 6.3, “How to Preserve Sun Ray Software Configuration Data” for details.
4. Inform users about the upgrade.

Before you upgrade Sun Ray Software, inform your users of your plans, and have them terminate their sessions. An effect of the
upgrade procedure is that al active and suspended sessions are lost.

5. Download and unzip the Sun Ray Software 5.2 Media Pack and make it accessible to the Sun Ray server.
6. Become superuser on the Sun Ray server.

To avoid installation script errors that can occur if user environment settings are carried forward, use the following command:

% su - root

7. If needed, use NFS, FTP, or other meansto returnthe/ var / t mp/ SUNWiIt . upgr ade/ preserve_version. tar. gz fileto
the Sun Ray server.

This step is needed only if you had to reformat the existing Sun Ray server's hard drive or replaced the current Sun Ray server with
anew server. See Section 6.3, “How to Preserve Sun Ray Software Configuration Data” for details.

8. Change directory to the downloaded media pack image.
9. Upgrade the Sun Ray Software.

# ./utsetup

The ut set up script preserves the current Sun Ray Software configuration datain the /
var/t np/ SUNWIt . upgr ade/ preserve_version. tar. gz fileand restoresit after the upgrade.

When the script ends, alog fileis available at:
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10.

11.

12.
13.

14.

Linux:

/var/log/utinstall.year_nonth_date_hour: n nute: second. | og

Solaris:

/var/adm | og/ utinstall.year_nont h_date_hour: m nute: second. | og

The valuesin the file name reflect a time stamp of when the commands are started. Check these files for notices of installation
problems.
See Section 4.9, “Installation (utinstall) Error Messages” for alisting of ut i nst al | error messages.

If necessary, update the location of the Tomcat installation.

# [ opt/SUNWIt / sbin/utconfig -w

See the Admin GUI Upgrade section in the Administration Guide.

Configure the Windows connector feature if it was not previously installed or configured properly on the Sun Ray server.

# [ opt/ SUNWIt / sbhin/utconfig -c

Repeat Steps 6 through 11 for each server in failover group.
Synchronize the updated firmware on the Sun Ray clients.

Y ou must perform this task on a stand-alone Sun Ray server or the last Sun Ray server configured in afailover group. It takes the
current firmware available on the Sun Ray server and upgrades all the firmware on the Sun Ray clients. The Sun Ray clients reboot
themselves and load the new firmware.

# [ opt/ SUNWIt / sbi n/ ut f wsync

If you plan to use the Windows connector, upgrade the Windows Connector Components on your designated Windows Server.

Thereis no upgrade program for the Windows connector components. To upgrade a Windows system with the previous compon-
ents installed, remove the current Windows connector components and install the new versions.

6.2. Planning Upgrades Using Failover Groups

By configuring two or more Sun Ray serversin afailover group, you can reduce interruption of new service availability in the event that
one server fails. If you plan to combine existing Sun Ray serversinto afailover group, or to upgrade an existing failover group, please
consider the following:

Y ou should always upgrade the secondary servers first before upgrading the primary server. New functionality from the release may
not work until al the serversin the failover group are upgraded.

Before you upgrade a given server, make sure that Sun Ray Client users terminate their sessions.

Note
If upgrading serversin alarge configuration at once is not convenient, upgrade one or two servers at atime until the entire
configuration is complete.

For best resultsin groups of four or more servers, configure the primary server so that it serves only the Sun Ray data store. Config-

ure the secondary servers so that they serve users directly in addition to serving the data store.

While upgrading the primary server, secondary servers will not be able to do any updates to the data store.
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* Totake advantage of the new featuresin thisrelease, do not mix different Sun Ray Software versions within afailover group. Fail-
over groups that use more than one software version revert to the functionality of the earliest version.

« Using the Admin GUI to restart or reset Sun Ray services does not work across servers with different Sun Ray releases. For ex-
ample, even if you use the Admin GUI to restart all the serversin afailover group that are running the latest Sun Ray Software re-
lease, you should still restart or reset any Sun Ray servers running earlier versions of Sun Ray Software.

e Turn off al firmware updates until all the serversin afailover group are upgraded. For details, see the How to Disable All Firmware
Updates section in the Administration Guide.

Note
Even if you upgrade one or two servers per week, you must wait until all serversin the group are upgraded before you up-
date their firmware.

< If your configuration is a dedicated private interconnect, disconnect the server from the Sun Ray interconnect.

See the Failover Groups chapter in the Administration Guide for a more general discussion of failover groups, including diagrams of
failover topologies.

6.3. How to Preserve Sun Ray Software Configuration Data

When you choose an upgrade, the ut i nst al | script automatically preserves your existing configuration information. Y ou must pre-
serve your existing configuration before running theut i nst al | script only in the following situations:
* You are upgrading the operating system on an existing Sun Ray server that requires you to reformat the server's disk.
¢ You arereplacing an existing Sun Ray server hardware with a new server.
In both of these cases, you will need to add the/ var / t np/ SUNWIt . upgr ade/ preserve_versi on. t ar. gz backupfileto the
newly installed server beforeyou start theut i nst al | program. Theut i nst al | program automatically restores the configuration
datainthe/ var/t np/ SUNWiIt . upgr ade/ preserve_versi on. t ar. gz after itinstalls the Sun Ray Software.

Note

If you are using the Solaris upgrade program to upgrade an existing Sun Ray server running a previous Solaris 10 release,

you do not need to preserve the configuration data-the upgrade will not overwrite the server's data. However, backing up

data before performing an operating system upgrade is always good practice.

The ut pr eser ve script in the Sun Ray Software image directory preserves the following information:

e X user settings

¢ Sun Ray data store

e Authentication Manager configuration files
e ut sl aunch properties

e Failover group information

« Kiosk mode configuration

¢ Group name used by the Windows connector
The ut pr eser ve script does not preserve the following information:

* The Sun Ray server's network and DHCP configuration settings (ut admconfiguration information). Y ou must reconfigure those
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settings after upgrading the Sun Ray Server Software.

*« The/ etc/ pam conf isnot saved. You need to back up and restore this file manually.

6.3.1. Before You Begin

Depending on the size of your configuration, this procedure, including the operating system software upgrade, might take anywhere
from five minutes to several hours or even more to complete.

Note

Running the ut pr eser ve script stops all Sun Ray daemons and services, including the Sun Ray data store, causing users
tolose dl of their sessions, both active and disconnected. Make sure to inform them of your plans.

6.3.2. Steps

1. Changedirectory to the downloaded media pack directory.

2. Preservethe Sun Ray configuration:

# .lutpreserve

The ut pr eser ve script warnsthat it will stop all Sun Ray services, consequently terminating all user sessions, and asks whether
it should continue.

If you answer y, theut pr eser ve script:
e Stopsthe Sun Ray services and the Sun Ray data store daemon.
¢ Liststhefilesthat are saved.

¢ Tarsand compressesthe entirelist of filesasthe/ var / t np/ SUNWIt . upgr ade/ preserve_versi on. tar. gz file,
wherever si on isthe currently installed version of Sun Ray Software.

¢ Indicatesthat alog fileis available at
[var/adm | og/ ut preserve. year _nonth_date_ hour: ni nute: second. | og

whereyear , nont h, and so on are represented by numeric values reflecting the time ut pr eser ve was started.

Note
Check thislog file for notices of errors.

« Recommendsthat the/ var / t np/ SUNWIt . upgr ade/ preserve_versi on. t ar. gz file be moved to a safe |ocation before
the operating system software upgrade.

Note
If you have modified the/ et ¢/ pam conf inaprevious version of Sun Ray Software, your changes might be lost when

Sun Ray Software is upgraded. To avoid losing your modifications, be sure to save a copy before performing the update,
then use the saved copy to restore your earlier modifications.




Chapter 7. Third Party Licenses

This chapter includes the licenses for the third-party products included with the Sun Ray Software.

I'i bXrandr
Copyri ght 2000, Conpaq Conputer Corporation,
Copyri ght 2002, Hew ett Packard, Inc.

Permission to use, copy, nodify, distribute, and sell this software and its docunmentation for any
purpose is hereby granted wi thout fee, provided that the above copyright notice appear in all

copl es and that both that copyright notice and this perm ssion notice appear in supporting
docunentation, and that the name of Conpaq or HP not be used in advertising or publicity
pertaining to distribution of the software w thout specific, witten prior permssion.

HP makes no representations about the suitability of this software for any purpose. It is
provided "as is" w thout express or inplied warranty.

HP DI SCLAI M5 ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS, | N NO EVENT SHALL HP BE LI ABLE FOR ANY SPECI AL, | NDI RECT OR
CONSEQUENTI AL DAVAGES OR ANY DAMAGES WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS,
VWHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTION, ARISING QUT OF OR IN
CONNECTI ON W TH THE USE OR PERFORVANCE OF THI S SOFTWARE.

xrandr

Copyri ght 2001 Keith Packard, member of The XFree86 Project, Inc. Copyright 2002 Hew ett Packard
Conpany, Inc.

Copyri ght 2006 Intel Corporation

Permi ssion to use, copy, nodify, distribute, and sell this software and its docunmentation for any
purpose is hereby granted wi thout fee, provided that the above copyright notice appear in all

copi es and that both that copyright notice and this perm ssion notice appear in supporting
docunent ati on, and that the name of the copyright hol ders not be used in advertising or publicity
pertaining to distribution of the software w thout specific, witten prior permssion. The
copyright hol ders make no representati ons about the suitability of this software for any purpose.
It is provided "as is" without express or inplied warranty.

THE COPYRI GHT HOLDERS DI SCLAIM ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE, | NCLUDI NG ALL | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS, | N NO EVENT SHALL THE COPYRI GHT HOLDERS BE LI ABLE FOR
ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES OR ANY DAVAGES WHATSCEVER RESULTI NG FROM LOSS OF
USE, DATA OR PROFITS, WHETHER I N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON,
ARI'SING QUT OF OR I N CONNECTI ON W TH THE USE OR PERFORVANCE OF THI S SOFTWARE.

penSSL Li cense Copyright (c) 1998-2008 The QpenSSL Project. Al rights reserved.

Redi stribution and use in source and binary forms, with or without nodification, are permtted
provided that the follow ng conditions are net:

1. Redistributions of source code nmust retain the above copyright notice, this list of conditions
and the follow ng disclainmer.

2. Redistributions in binary formnust reproduce the above copyright notice, this list of
conditions and the follow ng disclainer in the docunentation and/or other naterials provided with
the distribution.

3. Al advertising materials mentioning features or use of this software nmust display the
foll owi ng acknow edgnent: "This product includes software devel oped by the OpenSSL Project for
use in the OpenSSL Tool kit. (http://ww. openssl.org/)"

4. The names "QpenSSL Tool kit" and "QpenSSL Project” nust not be used to endorse or pronote
products derived fromthis software wthout prior witten permission. For witten permission,
pl ease contact openssl-core@penssl|.org.

5. Products derived fromthis software may not be called "QpenSSL" nor may "QpenSSL" appear in
their names without prior witten perm ssion of the OpenSSL Proj ect.

6. Redistributions of any form whatsoever nust retain the follow ng acknow edgrment: "This product
i ncl udes software devel oped by the OpenSSL Project for use in the OpenSSL Tool kit
(http://ww. openssl.org/)"

TH S SOFTWARE | S PROVI DED BY THE OpenSSL PRQIECT "“AS |S'' AND ANY EXPRESSED OR | MPLI ED

WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS
FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE OpenSSL PRQIECT OR I TS CONTRI BUTORS
BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAVAGES

(I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA,

OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER I N
CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT

OF THE USE OF THI S SOFTWARE, EVEN IF ADVI SED OF THE PCSSI BI LI TY OF SUCH DAMAGE.

This product includes cryptographic software witten by Eric Young (eay@ryptsoft.com. This
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product includes software witten by TimHudson (tjh@ryptsoft.com

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@ryptsoft.com
Al rights reserved.

This package is an SSL inplenmentation witten by Eric Young (eay@ryptsoft.com. The
i npl ementation was witten so as to conformw th Netscapes SSL.

This library is free for comrercial and non-comrercial use as long as the follow ng conditions
are aheared to. The followi ng conditions apply to all code found in this distribution, be it the
RC4, RSA, |hash, DES, etc., code; not just the SSL code. The SSL docunentation included with this
distribution is covered by the same copyright terms except that the holder is TimHudson
(tjh@ryptsoft.con).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be
removed. |If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the formof a textual message at program
startup or in documentation (online or textual) provided with the package.

Redi stribution and use in source and binary fornms, with or without nodification, are permtted
provi ded that the follow ng conditions are net:

1. Redistributions of source code nmust retain the copyright notice, this list of conditions and
the foll owi ng discl ai mer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the follow ng disclaimer in the documentati on and/ or other material s provi ded
with the distribution.

3. Al advertising materials mentioning features or use of this software nust display the

fol l owi ng acknow edgenent: "This product i ncl udes cryptographic software witten by

Eric Young (eay@ryptsoft.com"” The word 'cryptographic' can be left out if the rouines from
the library being used are not cryptographic related :-).

4. If you include any Wndows specific code (or a derlvatlve thereof) fromthe apps directory
(application code) you nmust include an acknow edgenent: "This product includes software witten by
Ti m Hudson (tjh@ryptsoft.com"”

TH S SOFTWARE | S PROVI DED BY ERIC YOUNG " "AS | S'' AND ANY EXPRESS OR | MPLI ED WARRANTI ES,

I NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A
PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE FOR
ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT
NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR
BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABI LI TY, VWHETHER | N CONTRACT,
STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE
OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI BI LI TY OF SUCH DANVAGE.

The licence and distribution terms for any publically avail able version or derivative of this
code cannot be changed. i.e. this code cannot sinply be copied and put under another distribution
licence [including the GNU Public Licence.]

Assenbly instructions for JPEG conpression on x86:

The assenbly code has a different |license than the rest of the TurboJpeg package and it is
listed in sim/jsimext.inc.

Copyright 2009 Pierre Gssman for Cendio AB
Copyri ght 2010 D. R Commander

Based on
x86 SIMD extension for 1JGJPEG library - version 1.02

Copyright (C) 1999-2006, M YASAKA Masar u.

This software is provided 'as-is', without any express or inplied warranty. In no event will the
authors be held liable for any damages arising fromthe use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the follow ng restrictions:

1. The origin of this software nmust not be misrepresented; you nmust not claimthat you wote
the original software. If you use this software in a product, an acknow edgnent in the product
docunent ati on woul d be appreciated but is not required.

2. Altered source versions nmust be plainly marked as such, and nmust not be m srepresented as
bei ng the original software.

3. This notice may not be renmoved or altered fromany source distribution.

The I ndependent JPEG Group's JPEG software:

I'n plain English:

1. We don't pronmise that this software works. (But if you find any bugs, please let us know)
2. You can use this software for whatever you want. You don't have to pay us.
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3. You may not pretend that you wote this software. If you use it in a program you nust
acknow edge somewhere in your docunmentation that you've used the IJG code.

I'n I egal ese:

The authors make NO WARRANTY or representation, either express or inplied, with respect to
this software, its quality, accuracy, nerchantability, or fitness for a particular purpose.
This software is provided "AS IS", and you, its user, assume the entire risk as to its quality
and accuracy.

This software is copyright (C 1991-2010, Thomas G Lane, Gui do Vol bedi ng.
Al Rights Reserved except as specified bel ow

Permission is hereby granted to use, copy, nodify, and distribute this software (or portions
thereof) for any purpose, without fee, subject to these conditions:

(1) If any part of the source code for this software is distributed, then this READVE file nust
be included, with this copyright and no-warranty notice unaltered; and any additions, deletions,
or changes to the original files nmust be clearly indicated i n accompanyi ng docunentati on.

(2) If only executable code is distributed, then the acconpanyi ng docunentation nust state that
"this software is based in part on the work of the Independent JPEG G oup".

(3) Permission for use of this software is granted only if the user accepts full responsibility
for any undesirabl e consequences; the authors accept NO LI ABILITY for damages of any ki nd.

These conditions apply to any software derived fromor based on the 1JG code, not just to the
unnodi fied library. If you use our work, you ought to acknow edge us.

Permission is NOT granted for the use of any 1JG author's name or conpany nanme in advertising or
publicity relating to this software or products derived fromit. This software may be referred
to only as "the Independent JPEG Group's software".

We specifically permit and encourage the use of this software as the basis of commercial products,
provided that all warranty or liability clainms are assumed by the product vendor.

ansi 2knr.c is included in this distribution by perm ssion of L. Peter Deutsch, sole proprietor

of its copyright holder, A addin Enterprises of Menlo Park, CA. ansi2knr.c is NOT covered by the
above copyright and conditions, but instead by the usual distribution terms of the Free Software
Foundation; principally, that you nmust include source code if you redistribute it. (See the

file ansi2knr.c for full details.) However, since ansi2knr.c is not needed as part of any program
generated fromthe 1JG code, this does not limt you nore than the foregoi ng paragraphs do.

The Uni x configuration script "configure" was produced with GNU Autoconf. It is copyright by
the Free Software Foundation but is freely distributable. The sane holds for its supporting
scripts (config.guess, config.sub, [tmain.sh). Another support script, install-sh, is copyright
by X Consortiumbut is also freely distributable.

The 1JG distribution formerly included code to read and wite G F files. To avoi d entangl ement
with the Unisys LZWpatent, G F reading support has been renoved altogether, and the AF witer
has been sinplified to produce "unconpressed G Fs". This techni que does not use the LZW

al go(rjithg] the resulting GF files are larger than usual, but are readable by all standard

G F decoders.

W are required to state that
"The Graphics Interchange Format(c) is the Copyright property of CompuServe I|ncorporated.
G F(sm 1s a Service Mark property of ConmpuServe Incorporated.”

JPEG Encodi ng:

The |ibjpeg-turbo toplevel license text is this:

Some of the optimzations to the Huf frman encoder (jchuff.c) and decoder (jdhuff.c) were borrowed
fromVirtual &, and thus any distribution of Iibjpeg-turbo which includes those optim zations
nust, as a whole, be subject to the terns of the wxWndows Library Licence, Version 3.1. A copy
of this license can be found in this directory under LICENSE. txt. The wxW ndows Library License
is based on the LGPL but includes provisions which allow the Library to be statically Iinked
into proprietary libraries and applications without requiring the resulting binaries to be
distributed under the terms of the LGPL.

The rest of the source code, apart fromthe Huf frman codec optim zations, falls under a |ess
restrictive, BSD-style |license (see README.) You can choose to distribute |ibjpeg-turbo, as

a whol e, under this BSD-style license by sinply replacing the optimzed jchuff.c and jdhuff.c
with their unoptimzed counterparts fromthe Iibjpeg v6b source.

We only use the code that falls under the less restrictive BSD style license, the text for
that is:

LEGAL | SSUES

In plain English:

1. We don't pronmise that this software works. (But if you find any bugs, please let us know )
2. You can use this software for whatever you want. You don't have to pay us.

3. You may not pretend that you wote this software. If you use it in a program you nust
acknow edge somewhere in your docunmentation that you've used the IJG code.

I'n | egal ese:

The aut hors make NO WARRANTY or representation, either express or inplied, with respect to this
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software, its quality, accuracy, merchantability, or fitness for a particular purpose. This
software is provided "AS IS", and you, its user, assunme the entire risk as to its quality and
accuracy.

This software is copyright (C 1991-1998, Thomas G Lane.
Al Rights Reserved except as specified bel ow

Permission is hereby granted to use, copy, nmodify, and distribute this software (or portions
thereof) for any purpose, without fee, subject to these conditions:

(1) If any part of the source code for this software is distributed, then this README file nust
be included, with this copyright and no-warranty notice unaltered; and any additions, deletions,
or changes to the original files nust be clearly indicated in acconpanying document ation.

(2) If only executable code is distributed, then the acconpanyi ng docunentati on nmust state that
"this software is based in part on the work of the I ndependent JPEG G oup".

(3) Permission for use of this software is granted only if the user accepts full responsibility
for any undesirabl e consequences; the authors accept NO LI ABILITY for danmges of any Kkind.

These conditions apply to any software derived fromor based on the 1JG code, not just to the
unnodi fied library. If you use our work, you ought to acknow edge us.

Permission is NOT granted for the use of any 1JG author's name or conpany nane in advertising
or publicity relating to this software or products derived fromit. This software may be referred
to only as "the Independent JPEG G oup's software".

We specifically permit and encourage the use of this software as the basis of commercial products,
provided that all warranty or liability claims are assumed by the product vendor. ansi2knr.c is
included in this distribution by permission of L. Peter Deutsch, sole proprietor of its copyright
hol der, Al addin Enterprises of Menlo Park, CA

ansi 2knr.c is NOT covered by the above copyri ght and conditions, but instead by the usual
distribution ternms of the Free Software Foundation; principally, that you nmust include source
code if you redistribute it. (See the file ansi2knr.c for full details.) However, since

ansi 2knr.c is not needed as part of any program generated fromthe |JG code, this does not limt
you nore than the foregoing paragraphs do.

The Uni x configuration script "configure® was produced with GNU Autoconf. It is copyright by the
Free Software Foundation but is freely distributable. The same holds for its supporting scripts
(config.guess, config.sub, Itconfig, |tmain.sh). Another support script, install-sh, is
copyright by MI.T. but is also freely distributable.

It appears that the arithmetic coding option of the JPEG spec is covered by patents owned by

I BM AT&T, and M tsubishi. Hence arithnetic coding cannot |egally be used without obtaining
one or nore licenses. For this reason, support for arithmetic coding has been renmoved fromthe
free JPEG software. (Since arithnetic coding provides only a narginal gain over the unpatented
Huf f man node, it is unlikely that very many inplementations will support it.) So far as we are
aware, there are no patent restrictions on the remining code.

The 1JG distribution formerly included code to read and wite G F files. To avoi d entangl ement
with the Unisys LZWpatent, G F readi ng support has been renpved altogether, and the A F witer
has been sinplified to produce "unconpressed G Fs". This techni que does not use the LZW
algorithm the resulting GF files are larger than usual, but are readable by all standard

G F decoders.

We are required to state that
"The Graphics Interchange Format(c) is the Copyright property of CompuServe I|ncorporated.
G F(sm 1s a Service Mark property of ConmpuServe Incorporated.”

Cryptolib:

This is version 1.2 of CryptoLib

The authors of this software are Jack Lacy, Don Mtchell and Matt Bl aze
Copyright (c) 1991, 1992, 1993, 1994, 1995 by AT&T.

Permi ssion to use, copy, and modify this software wthout fee

is hereby granted, provided that this entire notice is included in

all copies of any software which is or includes a copy or

nodi fication of this software and in all copies of the supporting
docunentation for such software.

*
*
*
*
*
*
*
*
*
*
* NOTE:

* Some of the algorithms in cryptolib may be covered by patents.

* It is the responsibility of the user to ensure that any required
* |icenses are obtained.

*
*
*
*
*
*
*
*
*
*

SOVE PARTS OF CRYPTOLI B MAY BE RESTRI CTED UNDER UNI TED STATES EXPORT
REGULATI ONS.

TH'S SOFTWARE | S BEI NG PROVIDED "AS IS, W THOUT ANY EXPRESS OR | MPLI ED
WARRANTY. | N PARTI CULAR, NEI THER THE AUTHORS NOR AT&T MAKE ANY
REPRESENTATI ON OR WARRANTY OF ANY KI ND CONCERNI NG THE MERCHANTABI LI TY
OF THIS SOFTWARE OR | TS FI TNESS FOR ANY PARTI CULAR PURPCSE.

1. Rijmen.x: Vincent Rijmen "This code is hereby placed in the public domain"
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2. MD5.c: RSA Data Security Inc., 1991
3. des_xxx and podd.c: Eric Young 1995-98 (various simlar but not identical fornms and years
dependi ng on the source nodul e) Copies of the notices in the code follow

1. Vincent Rijmen "This code is hereby placed in the public domain"

@ut hor Vincent Rijnen
@ut hor Antoon Bossel aers
@ut hor Paul o Barreto

This code is hereby placed in the public domain.

*
*
*
*
*
*
*
* THIS SOFTWARE | S PROVI DED BY THE AUTHORS ''AS IS AND ANY EXPRESS

* OR | MPLI ED WARRANTI ES, | NCLUDING BUT NOT LIMTED TO, THE | MPLI ED

* WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE

* ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHORS OR CONTRI BUTORS BE

* LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECIAL, EXEMPLARY, OR
* CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF
* SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR

* BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
* WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE
* OR OTHERW SE) ARI SI NG IN ANY WAY QUT OF THE USE OF THI S SOFTWARE,

* EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAVAGE.

*

2. RSA Data Security Inc., 1991

/* MDBC.C - RSA Data Security, Inc., M) nessage-digest algorithm*/

/* Copyright (C) 1991, RSA Data Securlty, Inc. Al rights reserved. License to copy and use this
software is granted provided that it is identified as the "RSA Data Security, Inc. M5
Message- Di gest Algorithni in all material mentioning or referencing this software or this
function. License is also granted to nake and use derivative works provided that such works
are identified as "derived fromthe RSA Data Security, Inc. MD5 Message-Digest Al gorithnt in
all material mentioning or referencing the derived work. RSA Data Security, Inc. makes no
representations concerning either the nerchantability of th|s software or the suitability of
this software for any particular purpose. It is provided "as is" w thout express or inplied
warranty of any kind. These notices nust be retained in any copies of any part of this
docunent ati on and/or software. */

3. Eric Young 1995-98 (various forms and years depending on the source nodul e)

Eric Young 1

des. h

/* $NetBSD: des.h,v 1.5 2001/09/09 11:01:02 tls Exp $ */
/* $KAME: des.h,v 1.7 2000/09/18 20:59:21 itojun Exp $ */
/* |ibl/des/des.h */

/* Copyright (C 1995-1996 Eric Young (eay@r ncom 0z. au)

Al rights reserved.

This file is part of an SSL inplenmentation witten

by Eric Young (eay@ri ncom oz. au).

The inplementation was witten so as to conformw th Netscapes SSL
specification. This library and appllcatlons are

FREE FOR COMMERCI AL AND NON- COMVERCI AL USE

as long as the follow ng conditions are aheared to.

*

*

*

*

*

*

*

*

*

*

*

*

*

* Copyright remains Eric Young's, and as such any Copyright notices in
* the code are not to be removed. If this code is used in a product,

* Eric Young should be given attribution as the author of the parts used.
* This can be in the formof a textual nessage at program startup or

* in documentation (online or textual) provided with the package.
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

Redi stribution and use in source and binary forms, with or without
nodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the copyright

notice, this list of conditions and the follow ng disclainmer.

2. Redistributions in binary formnmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the distribution.

3. Al advertising materials mentioning features or use of this software
nust di splay the follow ng acknow edgenent :

This product includes software devel oped by Eric Young (eay@r ncom oz. au)

TH' S SOFTWARE | S PROVIDED BY ERIC YOUNG " "AS IS'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
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DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DANMAGE.

The licence and distribution terms for any publically avail able version or
derivative of this code cannot be changed. 1.e. this code cannot sinply be
copi ed and put under another distribution |icence
[including the G\NU Public Licence.]

/

* ok k% ok R % Ok k¥ b 3k

Eric Young 2

des_chbc. ¢
/* Copyright (C 1995-1998 Eric Young (eay@ryptsoft.com
Al rights reserved.

This package is an SSL inplenmentation witten
by Eric Young (eay@ryptsoft.con).
The inplementation was witten so as to conformw th Netscapes SSL.

This library is free for comrerci al and non-conmmerci al use as |ong as
the follow ng conditions are aheared to. The follow ng conditions
apply to all code found in this distribution, be it the RC4, RSA

| hash, DES, etc., code; not just the SSL code. The SSL docunentation
included with this distribution is covered by the same copyright terns
except that the holder is TimHudson (tjh@ryptsoft.com.

Copyright remains Eric Young's, and as such any Copyright notices in

the code are not to be renoved.

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the formof a textual nmessage at program startup or

in docunmentation (online or textual) provided with the package

Redi stribution and use in source and binary forms, with or without

nmodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the copyright

notice, this list of conditions and the follow ng disclaimner.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docunent ati on and/or other materials provided with the distribution.

3. Al advertising materials nmentioning features or use of this software
must di splay the follow ng acknow edgenent :

"This product includes crypt ograph| c software witten by

Eric Young (eay@ryptsoft.com"

The word 'cryptographic' can be left out if the rouines fromthe library
bei ng used are not cryptographic related :-)

4. If you include any Wndows specific code (or a derivative thereof) from
the apps directory (application code) you nust include an acknow edgenent:
"This product includes software witten by TimHudson (tjh@ryptsoft.com"”

TH' S SOFTWARE |'S PROVIDED BY ERIC YOUNG " "AS IS'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LI ABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DANMAGE.

The licence and distribution terms for any publically avail able version or
derivative of this code cannot be changed. i.e. this code cannot sinply be
copi ed and put under another distribution |icence

[including the G\NU Public Licence.]

¥ ok ko b ok ok ok Rk b ok 3 b Sk % b Sk 3k b ok 3k b ok % ok Sk 3k 3k ok 3k b ok 3k ok b R 3k ok R % Ok 3k % b 3k %k Ok k% ok ok % ok ok %
—~

Eric Young 3

$Net BSD: des_ech.c,v 1.7 2002/ 11/02 07:19:51 perry Exp $ */
$KAME: des_ecb.c,v 1.5 2000/ 11/06 13:58:08 itojun Exp $ */
crypto/ des/ecb_enc.c */

Copyright (C) 1995-1998 Eric Young (eay@ri ncom oz. au)

Al rights reserved.

by Eric Young (eay@ri ncom oz. au).

The inpl ementation was witten so as to conformw th Netscapes SSL
specification. This library and applications are

FREE FOR COMMERCI AL AND NON- COMVERCI AL USE

*
*
*
*
*
*
* This file is part of an SSL inplenmentation witten
*
*
*
*
* as long as the follow ng conditions are aheared to.
*
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Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be renpved. If this code is used in a product,
Eri c Young shoul d be given attribution as the author of the parts used.
This can be in the formof a textual message at program startup or

in documentation (online or textual) provided with the package.

Redi stribution and use in source and binary forms, with or wthout
nmodi fication, are pernmitted provided that the fol I owi ng conditions

are net:

1. Redistributions of source code nmust retain the copyright

notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the distribution.

3. Al advertising materials mentioning features or use of this software
must di splay the follow ng acknow edgenent:

Thi s product includes software devel oped by Eric Young (eay@r ncom oz. au)

TH S SOFTWARE | S PROVI DED BY ERIC YOUNG " "AS IS'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LI ABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DANMAGE.

The licence and distribution terms for any publically avail able version or
derivative of this code cannot be changed. 1.e. this code cannot sinply be
copi ed and put under another distribution |icence

[including the G\U Public Licence.]

® %k ko b Rk ok ok 3k ok ok % b Sk % b Sk 3k b ok % b Ok kO ok k% Ok k% bk F
—~

Eric Young 4

/* crypto/des/des_enc.c */
/* Copyright (C) 1995-1998 Eric Young (eay@ryptsoft.com
Al rights reserved.

This package is an SSL inplenmentation witten
by Eric Young (eay@ryptsoft.con).
The inplementation was witten so as to conformw th Netscapes SSL.

This library is free for comrercial and non-comrerci al use as |ong as
the followi ng conditions are aheared to. The followi ng conditions
apply to all code found in this distribution, be it the RC4,

| hash, DES, etc., code; not just the SSL code The SSL docunent atlon
included with this distribution is covered by the same copyright termns
except that the holder is TimHudson (tjh@ryptsoft.com.

Copyright remains Eric Young's, and as such any Copyright notices in

the code are not to be renoved.

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the formof a textual nmessage at program startup or

in docunmentation (online or textual) provided with the package.

Redi stribution and use in source and binary forms, with or without

nodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the copyright

notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form must reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the distribution.

3. Al advertising materials mentioning features or use of this software
nust di splay the follow ng acknow edgenent :

"Thi s product includes cryptographic software witten by

Eric Young (eay@ryptsoft.com"

The word 'cryptographic' can be left out if the rouines fromthe library
bei ng used are not cryptographic related :-)

4. 1f you include any Wndows specific code (or a derivative thereof) from
the apps directory (application code) you nust include an acknow edgenent:
"This product includes software witten by Tim Hudson (tjh@ryptsoft.com"”

THI' S SOFTWARE |'S PROVIDED BY ERIC YOUNG "“AS I S'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)
HOAEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT
LI ABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DANMAGE.

¥ ok ok ok b ok 3k ok ok 3k Ok ok 3k Ok Ok 3k ok O ok 3k ok 3k o O 3k % b ok 3k b ok % b ok % ok ok % Ok Rk % ok % % Ok k *
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E
-

The licence and distribution terms for any publically avail able version or
derivative of this code cannot be changed. i.e. this code cannot sinply be
copi ed and put under another distribution |icence

[including the GNU Public Licence.]

Eric Young 5

/*

$Net BSD: des_locl.h,v 1.4 2001/09/09 11:01:02 tls Exp $ */

/* $KAME: des_locl.h,v 1.6 2000/11/06 13:58:09 itojun Exp $ */

/
/

crypto/ des/des_l ocl.h */
Copyright (C 1995-1997 Eric Young (eay@r ncom 0z. au)
Al rights reserved.

This file is part of an SSL inplenentation witten

by Eric Young (eay@ri ncom oz. au) .

The inplenentation was witten so as to conformw th Netscapes SSL
specification. This library and applications are

FREE FOR COMMVERCI AL AND NON- COMVERCI AL USE

as long as the follow ng conditions are aheared to.

Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be renpved. If this code is used in a product,
Eric Young shoul d be given attribution as the author of the parts used.
This can be in the formof a textual message at program startup or

in docunmentation (online or textual) provided with the package.

Redi stribution and use in source and binary fornms, with or without
nodi fication, are permitted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the copyright

notice, this list of conditions and the follow ng disclaimer.

2. Redistributions in binary form nmust reproduce the above copyri ght
notice, this list of conditions and the foll ow ng disclainmer in the
docunent ati on and/or other materials provided with the distribution.

3. Al advertising materials nentioning features or use of this software
must di splay the follow ng acknow edgenent:

This product includes software devel oped by Eric Young (eay@r ncom oz. au)

THI' S SOFTWARE | S PROVIDED BY ERIC YOUNG "“AS I S'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (I NCLUDI NG BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DAVAGE.

The licence and distribution terms for any publically available version or
derivative of this code cannot be changed. I.e. this code cannot sinply be
copi ed and put under another distribution |icence

[including the GNU Public Licence.]

$Net BSD: des_set key.c,v 1.8 2002/11/07 07:04:13 thorpej Exp $ */
$KAME: des_setkey.c,v 1.6 2001/07/03 14:27:53 itojun Exp $ */
crypt o/ des/set _key.c */

Copyright (C) 1995-1996 Eric Young (eay@i ncom o0z. au)

Al'l rights reserved.

This file is part of an SSL inplenmentation witten

by Eric Young (eay@r ncom oz. au).

The inplementation was witten so as to conformwi th Netscapes SSL
specification. This library and applications are

FREE FOR COMMERCI AL AND NON- COMVERCI AL USE

as long as the follow ng conditions are aheared to.

Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be renpved. If this code is used in a product,

Eric Young shoul d be given attribution as the author of the parts used.
This can be in the formof a textual message at program startup or

in docunmentation (online or textual) provided with the package.

Redi stribution and use in source and binary forms, with or wthout
nodi fication, are permtted provided that the fol | owi ng conditions

are net:

1. Redistributions of source code nust retain the copyright

notice, this list of conditions and the follow ng disclainmner.

2. Redistributions in binary formnmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the distribution.

3. All advertising materials nmentioning features or use of this software
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T O T

Er

must di splay the follow ng acknow edgenent :
This product includes software devel oped by Eric Young (eay@r ncom oz. au)

TH' S SOFTWARE | S PROVIDED BY ERIC YOUNG "~ "AS IS'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN |F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DANVAGE.

The licence and distribution terms for any publically avail able version or
derivative of this code cannot be changed. i.e. this code cannot sinply be
copi ed and put under another distribution |icence

/[i ncl uding the GNU Public Licence.]

ic Young 7

$Net BSD: podd. h,v 1.1 2000/ 06/ 14 19:45:36 thorpej Exp $ */
$KAME: podd. h, v 1.3 2000/ 03/ 27 04:36: 34 suni kawa Exp $ */
crypto/ des/ podd. h */

Copyright (C 1995-1996 Eric Young (eay@r ncom 0z. au)

Al rights reserved.

This file is part of an SSL inplenentation witten

by Eric Young (eay@ri ncom oz. au) .

The inplenentation was witten so as to conformw th Netscapes SSL
specification. This library and applications are

FREE FOR COMMERCI AL AND NON- COMVERCI AL USE

as long as the follow ng conditions are aheared to.

Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be renpved. If this code is used in a product,
Eric Young should be given attribution as the author of the parts used.
This can be in the formof a textual message at program startup or

in docunmentation (online or textual) provided with the package.

Redi stribution and use in source and binary forms, with or without
nmodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the copyright

notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the distribution.

3. Al advertising materials nentioning features or use of this software
must di splay the follow ng acknow edgenent:

This product includes software devel oped by Eric Young (eay@r ncom oz. au)

TH' S SOFTWARE | S PROVIDED BY ERIC YOUNG " "AS IS'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DAVAGE.

The licence and distribution terms for any publically avail able version or
derivative of this code cannot be changed. i.e. this code cannot sinply be
copi ed and put under another distribution |icence

/[i ncl udi ng the GNU Public Licence.]

O

busb:

acle elects to license |ibusb under the BSD |license.

Copyright (c) 2000-2003 Johannes Erdfelt
This file (and only this file) may alternatively be |licensed under the BSD |license as well, read

LI

Re

pr
il

CENSE for details.

distribution and use in source and binary forms, with or without nodification, are permtted
ovi ded that the follow ng conditions are met:
Redi stributions of source code nmust retain the above copyright notice, this Ilist of conditions

and the follow ng disclainer.

2.

Redi stributions in binary formnust reproduce the above copyright notice, this |ist of

conditions and the follow ng disclainmer in the docunmentation and/or other materials provided with
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the distribution.
3. The name of the author may not be used to endorse or pronote products derived fromthis
software without specific prior witten pernission.

TH S SOFTWARE | S PROVI DED BY THE AUTHOR ""AS | S'' AND ANY EXPRESS OR | MPLI ED WARRANTI ES,
INCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A
PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT,

| NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT LI M TED
TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS

| NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABI LI TY, WHETHER I N CCNTRACT, STRI CT
LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF
TH'S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAVAGE.

Copyri ght 1987, 19987 The Qpen G oup

Permission to use, copy, nodify, distribute, and sell this software and its docunentation for

any purpose is hereby granted wi thout fee, provided that the above copyright notice appear in

all copies and that both that copyright notice and this perni ssion notice appear in supporting
docunent at i on.

The above copyright notice and this permi ssion notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS |IS', W THOUT WARRANTY OF ANY KIND, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPCSE AND
NONI NFRI NGEMENT. ? | N NO EVENT SHALL THE OPEN GROUP BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER
LIABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARISING FROM QUT OF OR IN
CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALINGS | N THE SOFTWARE.

Except as contained in this notice, the name of The Open Goup shall not be used in advertising
or otherwise to pronote the sale, use or other dealings in this Software w thout prior witten
aut hori zati on from The Qpen G'oup

Copyright 1987 by Digital Equi prent Corporation, Maynard, Massachusetts.
Al Rights Reserved

Permi ssion to use, copy, nmodify, and distribute this software and its docunentation for any
purpose and wi thout fee is hereby granted, provided that the above copyright notice appear in
all copies and that both that copyright notice and this pernission notice appear in supporting
docunent ati on, and that the name of Digital not be used in advertising or publicity pertaining
to distribution of the software without specific, witten prior permssion.

DI G TAL DI SCLAIMS ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS, | N NO EVENT SHALL DI G TAL BE LI ABLE FOR ANY SPECI AL, | NDI RECT OR
CONSEQUENTI AL DANVAGES OR ANY DANAGES WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS,
VWHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON, ARI SING QUT OF OR I N
CONNECTI ON W TH THE USE OR PERFORVANCE OF THI S SOFTWARE.

******************************************************************/
/* The panoram x conponents contained the followi ng notice */

RS RS AR R R R R AR R R R RS R R R R R R R R R R R R R R R R

Copyright (c) 1991, 1997 Digital Equi prent Corporation, Maynard, Massachusetts.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associ ated docunentation files (the "Software"), to deal in the Software w thout restriction,
including without limtation the rights to use, copy, nodify, merge, publish, distribute,
subl i cense, and/or sell copies of the Sof t war e.

The above copyright notice and this perm ssion notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS IS, W THOUT WARRANTY OF ANY KIND, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPCSE AND

NONI NFRI NGEMENT. ? | N NO EVENT SHALL DI G TAL EQUI PMENT CORPORATI ON BE LI ABLE FOR ANY CLAIM
DAVAGES, | NCLUDI NG, BUT NOT LIM TED TO CONSEQUENTI AL OR | NCI DENTAL DANVAGES, OR OTHER LI ABILITY,
VWHETHER | N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARI SING FROM OUT OF OR | N CONNECTI ON W TH
THE SOFTWARE OR THE USE OR OTHER DEALINGS I N THE SOFTWARE.

Except as contained in this notice, the name of Digital Equipnment Corporation shall not be used
in advertising or otherwise to pronote the sale, use or other dealings in this Software w thout
prior witten authorization frombDigital Equi pnent Corporation. Newer files in the distribution
have licenses simlar to this one, except the author/organization may be different:

/*

?* Copyright ? 2000 Conpaq Conputer Corporation

?* Copyright ? 2002 Hew ett-Packard Conpany

?* Copyright ? 2006 Intel Corporation

Dk

?* Perm ssion to use, copy, nodify, distribute, and sell this software and its
?* docunentation for any purpose Is hereby granted w thout fee, provided that
?* the above copyright notice appear in all copies and that both that copyright
?* notice and this perm ssion notice appear in supporting docunmentation, and
?* that the nane of the copyright hol ders not be used in advertising or
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?* publicity pertaining to distribution of the software w thout specific,

?* witten prior perm ssion.? The copyright hol ders make no representations

?* about the suitability of this software for any purpose.? It is provided "as
?* is" without express or inplied warranty.

Dk

?* THE COPYRI GHT HOLDERS DI SCLAI M ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE,
?* | NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS, | N NO

?* EVENT SHALL THE COPYRI GHT HOLDERS BE LI ABLE FOR ANY SPECI AL, | NDI RECT OR

?* CONSEQUENTI AL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTI NG FROM LOSS OF USE,
?* DATA OR PROFI TS, WHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER

?* TORTI QUS ACTI ON, ARI SING QUT OF OR | N CONNECTI ON W TH THE USE OR PERFORVANCE
?* OF TH S SOFTWARE.

Dk

?* Aut hor:

? Jim Gettys, Hew ett-Packard Company, Inc.

?*2?2?2?2?2?2?2?? Keith Packard, Intel Corporation ?

Copyright (C) 1998-2005 Julian Smart, Robert Roebling et al

Everyone is pernmitted to copy and distribute verbatimcopies of this |icence docunment, but
changing it Is not allowed.

VWKW NDOAS LI BRARY LI CENCE
TERMS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MODI FI CATI ON

This library is free software; you can redistribute it and/or nmodify it under the terms of the
GN\U Li brary General Public Licence as published by the Free Software Foundation; either
version 2 of the Licence, or (at your option) any |ater version.

This library is distributed in the hope that it will be useful, but WTHOUT ANY WARRANTY; without
even the inplied warranty of MERCHANTABILITY or FI TNESS FOR A PARTI CULAR PURPCSE. See the G\U
Li brary General Public Licence for nore details.

You shoul d have received a copy of the GNU Library General Public Licence along with this
sof twar e, usuallylnaflle named COPYING LIB. If not, wite to the Free Software
Foundat|on Inc., 59 Tenple Place, Suite 330, Boston, MA 02111-1307 USA

EXCEPTI ON NOTI CE

1. As a special exception, the copyright holders of this library give pernission for additional
uses of the text contained in this release of the library as |icenced under the wxW ndows

Li brary Licence, applying either version 3.1 of the Licence, or (at your option) any later
\éersion of the Licence as published by the copyright holders of version 3.1 of the Licence
ocument .

2. The exception is that you may use, copy, link, nodify and distribute under your own ternms,
bi nary object code versions of works based on the Library.

3. If you copy code fromfiles distributed under the terms of the GNU General Public Licence or
the GNU Library General Public Licence into a copy of this library, as this licence pernits, the
exception does not apply to the code that you add in this way. To avoid m sl eadi ng anyone as to
the status of such nodified files, you nust delete this exception notice fromsuch code and/or
adj ust the |icensing conditions notice accordingly.

4. If you wite nodifications of your own for this library, it is your choice whether to permt
this exception to apply to your nodifications. If you do not wish that, you nust delete the
exception notice fromsuch code and/or adjust the licensing conditions notice accordingly.

| PSEC i psec_t ool s:

* Copyright (C 1995, 1996, 1997, and 1998 WDE Proj ect.
Al rights reserved.

Redi stribution and use in source and binary forms, with or wthout
nmodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the distribution.
3. Neither the name of the project nor the names of its contributors
may be used to endorse or pronote products derived fromthis software
wi t hout specific prior witten pernission.

TH' S SOFTWARE | S PROVI DED BY THE PROJECT AND CONTRI BUTORS ""AS | S'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE PROJECT OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS

¥ ok ok k ok ok k ok Rk Ok ok % Ok % % Ok k F
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* OR SERVI CES; LCSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER | N CONTRACT, STRI CT
* LIABILITY, OR TORT (| NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
* QUT OF THE USE OF THI S SOFTWARE, EVEN I F ADVI SED OF THE PCSSIBI LI TY OF
*/ SUCH DAVAGE.
*

Some files have:

*

Copyri ght (C) 2004 Emmanuel Dreyfus
Al rights reserved.

Redi stribution and use in source and binary forms, with or wthout
nmodi fication, are permitted provided that the fol I owi ng conditions
are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in the
docunent ati on and/or other materials provided with the distribution.
3. Neither the name of the project nor the names of its contributors
may be used to endorse or pronpte products derived fromthis software
wi t hout specific prior witten pernission.

TH S SOFTWARE | S PROVI DED BY THE PROJECT AND CONTRI BUTORS "“AS | S'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE PROQJECT OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LI ABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DANAGE.

I T i T I

-~

and sone files have:

/
Copyright (C 2004 SuSE Linux AG Nuernberg, Ger many.

Contributed by: Mchal Ludvig , SUSE Labs

Al'l rights reserved.

Redi stribution and use in source and binary forms, with or without
nmodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainmner.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.
3. Neither the name of the project nor the names of its contributors
may be used to endorse or pronpte products derived fromthis software
Wi t hout specific prior witten perm ssion.

TH' S SOFTWARE | S PROVI DED BY THE PROJECT AND CONTRI BUTORS ""AS | S'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE PRQIECT OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCIDENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF
SUCH DANVAGE.

¥k R ok ok ok 3k ok R 3k Ok ok 3k Ok Ok % % b 3k Ok ok 3k % Ok % % Ok 3k *

PC/ SC-lite:
Copynght (c) 1999-2003 David Corcoran
Al rights reserved.

Redi stribution and use in source and binary forms, with or without nodification, are permtted
provided that the follow ng conditions are net:

1. Redistributions of source code nust retain the above copyright notice, this |list of conditions
and the follow ng disclainmer.

2. Redistributions in binary form nmust reproduce the above copyright notice, this Ilist of
conditions and the follow ng disclainmer in the documentation and/or other materi al s provi ded

with the distribution.

3. The name of the author may not be used to endorse or pronote products derived fromthis
software wi thout specific prior witten perm ssion. Changes to this |license can be made only by
the copyright author with explicit witten consent.

TH S SOFTWARE | S PROVI DED BY THE AUTHOR "“AS IS'' AND ANY EXPRESS OR | MPLI ED WARRANTI ES,
INCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A
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PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT,

| NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT NOT LIM TED TO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS

| NTERRUPTI ON) HOWAEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER | N CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY OQUT OF THE USE OF

TH'S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAVAGE.
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Chapter 8. Glossary

8.1. A

8.2.B

8.3.C

Term Description

AAC Advanced Audio Coding, a"lossy" compression format capable of delivering relatively high quality at
relatively low hit rates.

AH Authentication headers, used as part of an |PSec implementation.

aliastoken An alias token enables a card owner to access the same Sun Ray session with more than one physical
token. This setup can be useful, for example, when a user needs a duplicate smart card.

ALP The Sun Appliance Link Protocol, a suite of network protocols that enable communication between Sun
Ray servers and Sun Ray Clients.

AMGH Automatic Multigroup Hotdesking. See regional hotdesking.

authentication policy

The Authentication Manager, using the selected authentication modul es, decides what tokens are valid
and which users, as token owners, have access to the system and sessions.

authentication token

Although all tokens are used by the Authentication Manager to grant or deny access to Sun Ray ses-
sions, thisterm usually refers to a user's smart card token. See token.

Term

Description

backplane bandwidth

Sometimes also referred to as switch fabric. A switch's backplane is the pipe through which data flows
from an input port to an output port. Backplane bandwidth usually refers to the aggregate bandwidth avail-
able amongst all ports within a switch.

barrier mechanism

To prevent clients from downloading firmware that is older than the firmware they aready have, the ad-
ministrator can set a barrier mechanism. The barrier mechanism symbol BarrierLevel is defined by default
in the DHCP table of Sun Ray servers running version 2.0 or later of Sun Ray Server Software.

bpp Bits per pixel.

Term Description

CABAC Context-adaptive binary arithmetic coding, a"lossless" entropy coding technique used in H.264/M PEG-4
AV C video encoding.

CAM Controlled Access Mode, was renamed to kiosk mode.

card reader See token reader.
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8.4.D

8.5. E

Glossary

Term Description

category 5 The most common type of wiring used in LANS. It is approved for both voice and data (at up to 100
Mhz). Also called cat 5.

client See Sun Ray client.

client key An automatically generated public-private key pair that represents a Sun Ray Client or an Oracle Virtual
Desktop Client. A client key is used to authenticate the device when it connectsto a server.

client-server A common way to describe network services and the user processes (programs) of those services.

codec A device or program capable of encoding or decoding a digital data stream or signal.

cold restart Pressing the Cold Restart button terminates all sessions on a given server before restarting Sun Ray ser-

vices. See restart.

Configuration GUI

A tool to modify a Sun Ray Client'slocal configuration for initialization and booting.

cut-through switches

The switch begins forwarding the incoming frame onto the outbound port as soon as it reads the MAC
address while continuing to receive the remainder of the frame.

Term Description

DHCP Dynamic Host Configuration Protocol, which is a means of distributing IP addresses and initial parametersto
the clients.

Display A group of one or more screens, each of which shows a desktop.

domain A set of one or more system boards that acts as a separate system capable of booting the OS and running inde-
pendently of any other board.

DTU See Sun Ray Client.

Term Description

ESP Encapsulating Security Payloads, used as part of |PSec.

Ethernet Physical and link-level communications mechanism defined by the |EEE 802.3 family of standards.

Ethernet address The unique hardware address assigned to a computer system or interface board when it is manufactured. See

MAC address.
Ethernet switch A unit that redirects packets from input ports to output ports. It can be a component of the Sun Ray intercon-

nect fabric.
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8.6. F

8.7.G

8.8. H

Glossary

Term

Description

failover

The process of transferring processes from afailed server to afunctional server.

failover group

Two or more Sun Ray servers configured to provide continuity of service in the event of a network or system
failure. Sometimes abbreviated as FOG or HA (for high availability). The term high availability refers to the
benefit of thistype of configuration; the term failover group refers to the functionality.

filling station

When aclient's firmware is downgraded to an earlier version because it connects to a server running the earli-
er version, the client needs to be connected to afilling station so that it can download newer firmware. For
this purpose, afilling station can be any private network configured for Sun Ray services or any shared net-
work in which the Sun Ray DHCP server is the only DHCP server.

firmware barrier

See barrier mechanism.

FOG See failover group.

fps Frames per second.

frame buffer Video output device that drives the video display. See virtual frame buffer.

Term Description

GEM Gigabit Ethernet.

group-wide Across afailover group.

Term Description

H.264 A standard for video compression developed by MPEG and VCEG for awide range of bit rates and resolu-
tions. Also known as MPEG-4 AV C (Advanced Video Coding) and MPEG-4 Part 10.

HA High availability. Sun Ray HA groups have traditionally been called failover groups.

head Colloguial term for a screen, or display, or monitor, especially in a context where more than oneis used in
conjunction with the same keyboard and mouse, asin "multihead" feature.

high availability See failover. The term high availability refers to a benefit of this type of configuration; the term failover
group refersto the functionality.

hotdesking The ability for auser to remove asmart card, insert it into any other client within afailover group, and have
the user's session "follow" the user, thus allowing the user to have instantaneous access to the user's window-
ing environment and current applications from multiple clients.

hot key A predefined key that causes an activity to occur. For example, ahot key is used to display the Settings

screen on the Sun Ray Client.
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Term Description
hot-pluggable A property of a hardware component that can be inserted into or removed from a system that is powered on.
USB devices connected to Sun Ray Clients are hot-pluggable.

Term Description

idle session A session that is running on a Sun Ray server but to which no user (identified by a smart card token or a
pseudo-token) islogged in.

IKE Internet Key Exchange, a component of |PSec.

intranet Any network that provides similar services within an organization to those provided by the Internet but which

is not necessarily connected to the Internet.

|P address |ease

The assignment of an IP address to a computer system for a specified length of time, rather than permanently.
IP address |easing is managed by the Dynamic Host Configuration Protocol (DHCP). The I P addresses of Sun
Ray Clients are |eased.

IPSec The Internet Protocol (Security) set of protocols seeks to secure I[P communications by encoding data packets
through authentication headers (AH) and encapsulating security payloads (ESP) and by providing a key ex-
change mechanism (IKE).

Term Description

key A random sequence of bits that is used with cryptographic algorithms for authentication or encryption.

keyboard country code

A number representing a specific USB keyboard map that can be set in the Sun Ray client firmware to
provide better Non-US keyboard support. This code is used if the keyboard returns a country code of 0.

key fingerprint

A user-viewable hexadecimal string representing a public key, which is generated by an MD5 hash
based on the public key data.

key pair

A pair of related keys used for authentication. Also known as a public-private key pair. The 'private key'
is only known by the owner. The 'public key' is published and distributed. It is used to authenticate the
owner of the private key.

Kiosk mode

A facility to deliver an amost unlimited variety of desktops or applicationsto users, even though the ac-
tual desktop or application may be running elsewhere. Kiosk mode bypasses the normal authentication
methods of the platform and runs anything that the administrator defines. Kiosk sessions are configured
through a Kiosk session type.

Kiosk session

A user session running in kiosk mode. Also called kiosk mode session.

Kiosk session type

A set of scripts and configuration files, which are described by a Kiosk session descriptor file. A Kiosk
session type defines the kind of user session that will runin kiosk mode. A session type is sometimes re-
ferred to as a session configuration.
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8.11. L

Term Description

LAN Local AreaNetwork. A group of computer systemsin close proximity that can communicate with one another
through some connecting hardware and software.

layer 2 The datalink layer. The OSI (Open Standards Interconnection) model has atotal of seven layers. Layer 2 is con-
cerned with procedures and protocols for operating the communication lines between networks as well as clients
and servers. Layer 2 also has the ability to detect and correct message errors.

local host The CPU or computer on which a software application is running.

local server From the client's perspective, the most immediate server in the LAN.

8.12. M

Term Description

MAC address Media Access Control. A MAC address is a48-hit number programmed into each local area network interface
card (NIC) at the time of manufacture. LAN packets contain destination and source MAC names and can be
used by bridges to filter, process, and forward packets. 8:0:20:9e:51:cf is an example of a MAC address. See
also Ethernet address

managed object An object monitored by the Sun Management Center software.

mobile token If mobile sessions are enabled, a user can log into an existing session from different locations without a smart
card, in which case the user name is associated with the session. This type of pseudo-token is called amobile
token.

mobility For the purposes of the Sun Ray Server Software, the property of a session that allowsiit to follow a user from
one client to another within a server group. On the Sun Ray system, mobility requires the use of a smart card or
other identifying mechanism.

modules Authentication modules are used to implement various site-sel ectabl e authentication policies.

MPPC Microsoft Point-to-Point Compression protocol.

MTU Maximum Transmission Unit, used to specify the number of bytes in the largest packet a network can transmit.

multicasting The process of enabling communication between Sun Ray servers over their Sun Ray network interfacesin a
failover environment.

multihead A type of multiple monitor configuration that enables you to merge and control multiple Sun Ray Client screens
or heads, using a single keyboard and mouse attached to a primary client. The clients must be configured into a
multihead group.

multi-monitor A type of multiple monitor configuration that supports multiple monitors connected to the dual video connectors
on a Sun Ray 2FS or Sun Ray 3 Plus Client. By using RandR 1.2, the multiple monitors are managed as one dis-
play.

multiplexing The process of transmitting multiple channels across one communications circuit.
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8.13. N

Term Description

namespace A set of namesin which a specified ID must be unique.

NAT See network address translation.

network Technically, the hardware connecting various computer systems enabling them to communicate.
Informally, the systems so connected.

network address The I P address used to specify a network.

network address translation NAT. Network address translation typically involves the mapping of port numbersto allow mul-

tiple machines (Sun Ray Clientsin this case, but not Sun Ray servers) to share asingle | P address.

network interface

An access point to a computer system on a network. Each interface is associated with a physical
device. However, aphysical device can have multiple network interfaces.

network interface card

NIC. The hardware that links a workstation or server to a network device.

network latency The time delay associated with moving information through a network. I nteractive applications
such as voice, video displays and multimedia applications are sensitive to these delays.
network mask A number used by software to separate the local subnet address from the rest of a given Internet

protocol address. An example of a network mask for aclass C network is 255.255.255.0.

network protocol stack

A network suite of protocols organized in a hierarchy of layers called a stack. TCP/IPis an ex-
ample of a Sun Ray protocol stack.

NIC

Network interface card.

non-smart card mobility

A mobile session on a Sun Ray Client that does not rely on a smart card. NSCM requires a policy
that allows pseudo-token.

NSCM

See non-smart card mobility.

8.14. O

Term

Description

Oracle Virtual Desktop Client

A software application that runs on acommon client operating systems and provides the ability
to connect to a desktop session running on a Sun Ray server. It is a software version of a Sun
Ray Client. The desktop running the application is also referred to as an Oracle Virtual Desktop
Client in this document.

OSsD On-screen display. The Sun Ray Client uses OSD iconsto aert the user about potential start-up
or connectivity problems.
Output A singleinstance of aphysical monitor. Each output has a physical video connector.

8.15. P
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Term Description

PAM Pluggable Authentication Module. A set of dynamically loadable objects that gives system administrators the
flexibility of choosing among available user authentication services.

PAM session A single PAM handle and runtime state associated with all PAM items, data, and the like.

patch A collection of files and directories that replaces or updates existing files and directories that prevent proper
execution of the software on a computer system. The patch software is derived from a specified package
format and can only beinstalled if the package it fixes is already present.

PCM Pulse Code Modulation.

policy See authentication policy.

Pop-up GUI See Configuration GUI.

port () A location for passing datain and out of a computer system. (2) The abstraction used by Internet transport
protocols to distinguish among multiple simultaneous connections to a single destination host.

POST Power-on self test.

power cycling Using the power cord to restart a client.

private network A network configuration where Sun Ray Clients are directly connected to the Sun Ray server, that is, the server

has a network interface connected to the subnet and the server is devoted entirely to carrying Sun Ray traffic.
Also known as directly-connected dedicated interconnect or private interconnect.

pseudo-session

A Sun Ray session associated with a pseudo-token rather than a smart card token.

pseudo-token

A user accessing a Sun Ray session without a smart card isidentified by the client's built-in type and MAC ad-
dress, known as a pseudo-token. See token.

8.16. R

Term

Description

RDP

Microsoft Remote Desktop Protocol.

regional hotdesking

Enables users to access their sessions across wider domains and greater physical distances than was pos-
siblein earlier versions of SRSS. Administrators enable this feature by defining how user sessions are
mapped to an expanded list of serversin multiple failover groups. Originally known as Automatic Multig-
roup Hotdesking (AMGH).

restart Sun Ray services can be restarted either from theut st ar t command or with the Warm Restart or Cold
Restart buttons through the Admin GUI. A cold restart terminates all Sun Ray sessions; awarm restart
does not.

RDS Remote Desktop Services. Formally known as Terminal Services. See Windows Terminal Services.

RHA Remote Hotdesk Authentication, a security enhancement that requires SRSS authentication before users

can reconnect to an existing session. RHA does not apply to Kiosk sessions, which are designed for an-
onymous access without authentication. RHA policy can be administered either through a GUI option or
with the ut pol i cy command.
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8.17. S

screen

A monitor or group of monitors that show a single desktop to a user. A screen can be
provided by a single monitor or by multiple monitors on a Sun Ray client with dual video
connectors, such as the Sun Ray 3 Plus. Multiple monitorsin a multihead configuration can
also show a single desktop

when using Xinerama.

screen flipping

The ability to pan to individual screensthat were originally created by a multihead group on a
client with asingle head.

server A computer system that supplies computing services or resources to one or more clients.

service For the purposes of the Sun Ray Server Software, any application that can directly connect to
the Sun Ray Client. It can include audio, video, X servers, access to other machines, and
device control of the client.

session A group of services associated with an authentication token. A session may be associated

with atoken embedded on a smart card. See token.

session mobility

The ability for asession to "follow" auser'slogin ID or atoken embedded on a smart card.

smart card

Generically, aplastic card containing a microprocessor capable of making calculations. Smart
cards that can be used to initiate or connect to Sun Ray sessions contain identifiers such as
the card type and ID. Smart card tokens may also be registered in the Sun Ray data store,
either by the Sun Ray administrator or, if the administrator chooses, by the user.

smart card-based authentication

Using asmart card to authenticate a card holder based on credentials supplied by the card and
authentication information from the card holder, such asa PIN or biometric data. Requires
Solaris middleware.

smart card-based session mobility

Using asmart card to provide a unique token 1D and token type that enables SRSS to locate
the card holder's session. |n some cases, card holders might be required to authenticate them-
selves using smart card-based authentication.

smart card token

An authentication token contained on a smart card. See token.

SNMP

Simple Network Management Protocol

spanning tree

The spanning tree protocol is an intelligent algorithm that enables bridges to map a redundant
topology and eliminates packet looping in Local Area Networks (LAN).

store-and-forward switches

The switch reads and stores the entire incoming frame in a buffer, checksit for errors, reads
and looks up the MAC addresses, and then forwards the complete good frame out onto the
outbound port.

subnet A working scheme that divides asingle logical network into smaller physical networksto
simplify routing.
Sun Ray Client A hardware client that obtains a desktop session from a Sun Ray server. The software client

counterpart is called an Oracle Virtual Desktop Client. Previously referred to as Sun Ray thin
clients, Sun Ray virtual display terminals, and Sun Ray DTUs (Desktop Terminal Units).

Sun Ray Software core

The core part of the Sun Ray Software, which doesn't usually refer to the desktop connector
or kiosk mode features. Previously referred to as Sun Ray Server Software.

system

The Sun Ray system consists of Sun Ray Clients, servers, server software, and the physical
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networks that connect them.

8.18. T

thin client

Thin clients remotely access some resources of acomputer server such as compute power and large memory ca-
pacity. The Sun Ray Clientsrely on the server for all computing power and storage.

tick

Thetimeinterval since a specified network event. Early versions of SRSS defined atick as 1/50th of a second. It
is now defined as 1/100th of a second, which is the usual SNMP convention.

timeout value

The maximum alowed time interval between communications from a client to the Authentication Manager.

token

The Sun Ray system requires each user to present atoken that the Authentication Manager uses to allow or deny
access to the system and to sessions. A token consists of atype and an ID. If the user uses a smart card, the
smart card'stype and ID are used as the token. If the user is not using a smart card, the client's built-in type and
ID (the unit's Ethernet, or MAC, address) are used instead as a pseudo-token. If mobile sessions are enabled, a
user can log into an existing session from different locations without a smart card, in which case the user name
is associated with the session. A pseudo-token used for mobile sessionsis called a mobile token. Alias tokens
can also be created to enable users to access the same session with more than one physical token.

token reader

A Sun Ray Client that is dedicated to reading smart cards and returning their identifiers, which can be associated
with card owners (that is, with users).

trusted server

Serversin the same failover group that "trust" one another through a common group signature.

8.19. U

USB

Universal Serial Bus.

user session

A session that is running on a Sun Ray server and to which a user, identified by a smart card token or a pseudo
toke, islogged in.

8.20. V

VC-1

Informal name of the SMPTE 421M video codec standard, now a supported standard for Blu-ray discs
and Windows Media Video 9.

virtual desktop

A virtual machine containing a desktop instance that is executed and managed within the virtual desktop
infrastructure, usually a Windows XP or Vista desktop accessed through RDP.

VMware View connector Enables Sun Ray Client users to connect to Windows virtual machines through the VMware View Man-

ager. Previous to the Sun Ray Software 5.2 release, the VMware View connector was known as the Sun
Ray Connector for VMWare View Manager (SRVC) add-on component. In this release, the VMware
View connector is automatically installed as part of the Sun Ray Software product.

virtual frame buffer

A region of memory on the Sun Ray server that contains the current state of a user's display.

VLAN

Virtual Loca Area Network.

VPN

Virtual Private Network.
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8.21. W

Term Description

WAN Wide Area Network.

warm restart Seerestart.

WMA Windows Media Audio data compression file format and codec devel oped by Microsoft.

work group A collection of associated users who exist in near proximity to one another. A set of Sun Ray Clients

that are connected to a Sun Ray server provides computing services to awork group.

Windows connector

A Microsoft Remote Desktop Protocol (RDP) client that enables Sun Ray users to access applications
running on remote Microsoft Windows systems. Previous to the Sun Ray Software 5.2 release, the
Windows connector was known as Sun Ray Connector for Windows OS or SRWC, and it had to be
separately installed. In this release, the Windows connector is automatically installed as part of the
Sun Ray Software product.

Windows system

A generic term used throughout the Sun Ray Software documentation to indicate a remote desktop
server running the Windows OS that can be accessed remotely from a Sun Ray Client using the Win-
dows connector. See Windows Terminal Service for the different ways a remote desktop is provided
based on the Windows OS.

Windows Terminal Service

A Microsoft Windows component that makes Windows applications and desktops accessible to re-
mote users and clients. Depending on the Windows release, this feature may be called Termina Ser-
vices, Remote Desktop Services, or Remote Desktop Connection.

8.22. X

Term Description
Xnewt The new default X server for Sun Ray Server Software 4.1 and later on Solaris.
X server A process that controls a bitmap display device in an X Window System. It performs operations on request from

client applications. Sun Ray Server Software contains two X servers: Xsun, which was the default Xserver in
previous versions of SRSS, and Xnewt, which isthe default Xserver for SRSS 4.1 and later. Xnewt enables the
latest multimedia capabilities.

8.23.Y

Term Description

YUV Simple, lossless mechanism to store images or a sequence of images.
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