Things done Prior to CT&E  
16 Jun 06 -- Installed latest (Jun 06 ) Solaris patch cluster for Solaris.

Using the Sun graphical package management tool we removed:


SendMail


Apache


Netscape 

Russian Fonts


Source Code for: Apache; Bourne-again shell; bzip; gzip; z-shell

Deleted the binary executables for: Snoop; Traceroute; Finger

Post CT&E work 
27 Jun 06 

Took the results of “pkginfo” that were saved to a file (after the above items were removed ) and  began constructing a list of things that could be removed from the TYQ-23 Solaris 8 installation

8 Aug 06 – using the following scripts: 

“generate_package-file” ( lists the files in the “/var/sadm/install/contents” directory along with the package they are part of ) 

#!/usr/bin/ksh

cat /var/sadm/install/contents|awk '{print $2, "      ", $0}' | grep "f      "|awk '{print $NF ,"     ",$2}' > /tmp/package-to-file.txt

“generate_file-dates” ( takes the listing of installed files & packages and generates a listing of files with the last accessed date ) 
#!/usr/bin/ksh

for x in `cat /tmp/package-to-file.txt|awk '{print $2}'`

do

ls -lu $x

done>/tmp/file-dates

ran them on a v500b SSU drive that the 309th had been using for testing - took the two resulting files and combined them into a Excel Spreadsheet and compared the recently used files/packages to the list of things that could be removed from the TYQ-23 Solaris 8 installation, and removed several packages.  

9 Aug 06 – provided the two scripts to CRI & requested CRI run them on a v500c SSU drive that had been used for testing, particularly testing for the COTS printer.  

With Loren Clark, began correcting the items from Appendix B of the CT&E report.

	PDI Number
	Category
	Reference
	Description


	G042
	 CAT III
	 UNIX STIG: 3.4.3
	 Manual page file permissions are more permissive than 644.


"man" pages file permissions were set to 644.

	 G043
	 CAT II
	 UNIX STIG: 3.4.3
	 Library file permissions are more permissive than 755.


Library file permissions were set to 755.
	G044
	 CAT II
	 UNIX STIG: 3.4.3
	 System command permissions are more permissive than 755.


System command permissions were set to 755.
	 G053
	 CAT II
	 UNIX STIG: 3.4.3.1
	 User home directories have permissions greater than 750.


user directory permission for taomaint and taomop (MCE maintenance directories) were set to 750.
	 G057
	 CAT II
	 UNIX STIG: 3.4.3.2.1
	 User startup files have permissions more permissive than 740.


startup file permissions were set to 740 for files in taomaint

	 G058
	 CAT II
	 UNIX STIG: 3.4.3.2.2
	 System startup files are more permissive than 755.


world "write" permissions were removed from /etc/rc2.d/S97samba.server

	 G062
	 CAT I
	 UNIX STIG: 3.4.3.2.2
	 System start-up (rc) files execute world writable programs or scripts.


The files were checked and all had the correct permissions, i.e. none were world writable.  We believe that the script was reporting on a symbolic link and have reported the error to the 46 TS for them to report to DISA. 

	 G067
	 CAT III
	 UNIX STIG: 3.4.3.4
	 Users do not own files, except startup files, in their home directory, and an exception is not documented with the IAO.


Corrected file ownership
10 Aug 06

	 G068
	 CAT III
	 UNIX STIG: 3.4.3.4
	 User directories contain undocumented non-startup files with access permissions greater than 750.


Set access permissions to 750 for files in the /home/taomaint/ 

	 G069
	 CAT II
	 UNIX STIG: 3.4.3.5
	 The /etc/shells (or equivalent) file does not exist.


Created a " /etc/shells" file documenting and controlling allowable shells.  We included all available shells.
	 G070
	 CAT II
	 UNIX STIG: 3.4.3.5
	 A shell referenced in the /etc/passwd file is not listed in the shells file.


See response above

	 G108
	 CAT II
	 UNIX STIG: 4.0
	 The inetd.conf file permissions are more permissive than 440.


Set the inetd.conf file permissions to 440
	 G110
	 CAT II
	 UNIX STIG: 4.0
	 The services file permissions are more permissive than 644.


Set permissions on files in  /etc/services to 644

	 G113
	 CAT I
	 UNIX STIG: 4.0
	 Rlogind is enabled.


Disabled Rlogind

	 G141
	 CAT II
	 UNIX STIG: 4.1.8.1
	 The ftpusers file does not contain account names not allowed to use FTP.


Added the account names not allowed to use FTP to the ftpusers file.  The /etc/ftpusers file now contains the following accounts: root; daemon; bin; sys; adm; lp; uucp; nuucp; listen; nobody; noaccess; nobody4; smtp; secman; sysadmin; COE; SA; SSO; shutdown
	 G145
	 CAT III
	 UNIX STIG: 4.1.8.1
	 The file transfer protocol daemon is not configured with the -l and either the verbose or debug options.


Added the -l and the debug options ( -1d ) to inetd.conf 

	 G205
	 CAT II
	 UNIX STIG: 3.10.4
	 Crontab files have permissions more permissive than 600.


the Crontab files permissions were set to 600

	 G213
	 CAT II
	 UNIX STIG: 3.11.4
	 Default accounts are listed in the at.allow file.

	 G214
	 CAT II
	 UNIX STIG: 3.11.4
	 The at.allow or at.deny files have permissions more permissive than 700.


There is no at.allow file, there is a at.deny file.  The default accounts were added to at.deny.   permissions of at.deny were set to 700.  Also set the permissions of cron.deny to 700.  
14 Aug 06

	G224
	 CAT I
	 UNIX STIG: 4.1.16
	 SNMP passwords have not been changed from the default.


The recommendation is to “Change Default community names have not been changed in /etc/snmp/conf/snmpd.conf.”. We removed SNMP -- (package SUNWmibii removed ) 

	 G226
	 CAT II
	 UNIX STIG: 4.1.16
	 A Management Information Block (MIB) file has permissions more permissive than 640.


We removed SNMP & the MIB files ( MIB files removed as part of the remediation for G559 – below) 
	G558
	 CAT I
	 UNIX STIG IAVA 2002-A-0006; CVE-2002-1219, CVE-2002-1220, CVE-2002-1221, CVE-2002-0029
	 A vulnerable version of BIND is installed.

	 G559
	 CAT I
	 UNIX STIG: Appendix J; IAVA 2003-B-0001
	 There are multiple buffer overflow vulnerabilities in various DNS libraries.


Removed BIND -  /usr/sbin/in.named.  Also commented out the line in the inetd.conf that starts “in.named”.  Also removed the “man pages” for BIND – “./sman1m/in.named.1m ; ./sman1m/in.tnamed.1m (yes/no)? n; ./sman1m/named-bootconf.1m; ./sman1m/named.1m; ./sman1m/named-xfer.1m “ 

	 G581
	 CAT I
	 UNIX STIG: Appendix J; IAVA 2003-A-0013
	 The Sun Solstice AdminSuite has a vulnerability in sadmind.


Removed AdminSuite (packages: SUNWmibii; SUNWsasnm; SUNWsadmi; SUNWsacom; ) 
	 G615
	 CAT III
	 UNIX STIG: 3.4.3.3
	 .rhosts, .shosts, .netrc, or host.equiv files are accessible by other than root or the owner.


Changed the permissions on /home/taomaint/.rhosts and /home/taomop/.rhosts so that they are only accessible by root or the owner. 

	 G620
	 CAT II
	 UNIX STIG: 3.10.4
	 Cron.deny is more permissive than 700.


Changed access permissions on /etc/cron.deny to 700.  ( done 10 Aug while correcting G214 )
	 G653
	 CAT II
	 UNIX STIG: 4.1.14
	 The remote.unknown access permissions are less restrictive than 700.


Instead of changing the permissions to 700 on ”/usr/lib/uucp/remote.unknown “ we removed UUCP ( packages: SUNWbnur; SUNWbnuu ) 
	 G656
	 CAT II
	 UNIX STIG: 4.1.17
	 /etc/syslog.conf is not owned by root or is more permissive than 640.


Removed world "read" permission on /etc/syslog.conf
	 G658
	 CAT II
	 UNIX STIG: 4.1.17
	 A system is using a remote log host not justified and documented with the IAO.


In the /etc/syslog.conf – we commented out the line “mail.debug ifdef(`LOGHOST', /var/log/syslog, @loghost)” 
	 SO26
	 CAT III
	 UNIX STIG: 10.4, Appendix J; IAVA 1999-T-0010a
	 A Solaris ICMP Router Discovery Protocol (IRDP) Vulnerability exists.


Created a empty “defaultrouter” file in the “/etc/” directory, i.e. “/etc/defaultrouter”
	 V042
	 CAT I
	 UNIX STIG: 4.1.1
	 A system has a vulnerable trust relationship through rsh or remsh.


The recommendation is: “Risk is minimal since there is no enterprise network connection and the MCE systems reside in a physically protected environment.”  

in.rlogind was disabled in inetd.conf – see “G113”  , rsh was disabled when rlogind was disabled. 

	 V046
	 CAT III
	 UNIX STIG: 4.1.3
	A system has the Finger service active.


Disabled Finger service in inetd.conf
	 V102
	 CAT III
	 UNIX STIG: 4.0, 4.1.2
	 A system has the rexec service active.


The recommendation is: “Risk is minimal since there is no enterprise network connection and the MCE systems reside in a physically protected environment.”  See also V042 above.  

	 V145
	 CAT II
	 UNIX STIG: 4.1.12
	 A UNIX system has the UUCP service active.


we removed UUCP ( packages: SUNWbnur; SUNWbnuu ) and commented it out in “inetd.conf”  See also G653

Ports used information added 28 September 2006: 

B.4.1 Display Processor (DP)

135 : TCP : Open : RPC-LOCATOR - RPC (Remote Procedure Call) Location Service  -- we have testing to do on this – leave open until we know more
137 : UDP : Open : NETBIOS-NS - NETBIOS Name Service -- needed for Samba to operate (http://www.ubiqx.org/cifs/SMB.html#SMB.1.2)
138 : UDP : Open : NETBIOS-DGM - NETBIOS Datagram Service -- needed for Samba to operate (http://www.ubiqx.org/cifs/SMB.html#SMB.1.2)
139 : TCP : Open : NETBIOS-SSN - NETBIOS Session Service  -- needed for Samba to operate (http://www.ubiqx.org/cifs/SMB.html#SMB.1.2)
445 : TCP : Open : MICROSOFT-DS - Microsoft-DS  -- needed for Samba to operate (http://www.ubiqx.org/cifs/SMB.html#SMB.1.2) 
445 : UDP : Open : MICROSOFT-DS - Microsoft-DS   -- needed for Samba to operate (http://www.ubiqx.org/cifs/SMB.html#SMB.1.2) 
2503 : TCP : Open : --shutdown - used to start a shutdown ( used by MCE Mission software )
2550 : TCP : Open : -- vcasctl -- used for VCAS control ( MCE Mission software )
6000 : TCP : Open : X11 - X Window System -- needed for the mission software to operate
6000 : UDP : Open : X11 - X Window System  -- needed for the mission software to operate
6001 : UDP : Open : X11:1 - X Window Server  -- needed for the mission software to operate

Also see http://www.cyberciti.biz/faq/what-ports-need-to-be-open-for-samba-to-communicate-with-other-windowslinux-systems/  for ports used by Samba
B.4.2 System Server Unit (SSU)

21 : TCP : Open : FTP - File Transfer Protocol   -- needed for the mission software to operate ( file movement between OMs ) 
23 : TCP : Open : TELNET - Telnet  -- needed for the mission software to operate (Sys Admin stuff)
515 : TCP : Open : PRINTER - Printer Spooler -- probably needed for the mission software to operate the new COTS printer -- leave it open 
901 : TCP : Open : -- Samba SWAT tool -- needed for the mission software 
2049 : TCP : Open : Unknown Port  -- “networked file system or NFS” probably needed for the mission software to operate since it currently uses NFS  -- leave it open until we know for certain that it’s not needed.
2161 : TCP : Open : apc-agent  (is used by the APC UPS software. Per APC support “these ports are used by PowerChute Business Edition.   TCP 2161 - Communication between Server and agent.”  
4045 : TCP : Open : LOCKD - NFS Lock Daemon -- probably needed for the mission software to operate since it currently uses NFS-- leave it open-- until we know for certain that it’s not needed.
2500 : TCP : Open : -- smsgui - used to interface with SMS GUI 
2501 : TCP : Open : -- smspeer - used to communicate with the other SSU  
3052 : TCP : Open : apcpcns agent  (is used by the APC UPS software.  Per APC support– “these ports are used by PowerChute Business Edition.   TCP 3052 - Agent Web UI and Logging features. Also main comm port for PCNS”  {{ PowerChute Network Shutdown (PCNS) }} REQUIRED
7100 : TCP : Open : FONT-SERVICE - X Font Service – probably needed for the mission software to operate-- leave it open
25 Sep 06 

verified that we commented out the following lines in inetd.conf

name
dgram
udp
wait
root
/usr/sbin/in.tnamed
in.tnamed
finger
stream
tcp6
nowait
nobody
/usr/sbin/in.fingerd
in.fingerd 

commented out the following lines in inetd.conf  {{ we decided to comment out the items initially and perhaps strip out the unnecessary stuff later }}
comsat
dgram
udp
wait
root
/usr/sbin/in.comsat
in.comsat

(comsat = is the server process which receives reports of incoming mail and notifies users if they have requested this service.  “you’ve got mail” ) AND deleted files & sub directories taomaint & taomop in /var/mail

talk
dgram
udp
wait
root
/usr/sbin/in.talkd
in.talkd

(Talkd is the server that notifies a user that someone else wants to initiate a conversation. & supports talk -- Talk is a visual communication program which copies lines from your terminal to that of another user.)

# Time service is used for clock synchronization.

#

time
stream
tcp6
nowait
root
internal

time
dgram
udp6
wait
root
internal

(The time service (not to be confused with Network Time Protocol) is an internal built-in function of inetd(1m) that spits back the time (as a 32bit number). It's available both as a TCP and a UDP service. It's a very old service predating NTP and seldom used any more -- it is used by the rdate(1m) command that's sometimes integrated into the boot sequence. Solaris systems use ntpdate to synchronize clocks at boot time. ) 

{{Since we don’t use any sort of time service other than the onboard clocks, we don’t need this}}

# Echo, discard, daytime, and chargen are used primarily for testing.

echo
stream
tcp6
nowait
root
internal

echo
dgram
udp6
wait
root
internal

(The ECHO service is an internet protocol defined in RFC 862. It was originally proposed as a way to test and measure an IP network. Now, testing and measurement is more commonly done with ping and traceroute.)

discard
stream
tcp6
nowait
root
internal

discard
dgram
udp6
wait
root
internal

(The DISCARD protocol is an internet protocol defined in RFC 863. It is intended for testing and measurement purposes.

A host may send data to a host that supports the DISCARD protocol, on either TCP or UDP port 9. Everything sent to the server is thrown away. No response is sent back.

Current testing and measurement of IP networks is more commonly done with ping and traceroute computer network tools which use the ICMP protocol instead of DISCARD.)

daytime
stream
tcp6
nowait
root
internal

daytime
dgram
udp6
wait
root
internal

(The DAYTIME service is an Internet protocol defined in RFC 867. It is intended for testing and measurement purposes.

A host may connect to a server that supports the DAYTIME protocol, on either TCP or UDP port 13. The server then returns the current date and time as an ASCII string with an unspecified format.

Current testing and measurement of IP networks is more commonly done with ping and traceroute.)

chargen
stream
tcp6
nowait
root
internal

chargen
dgram
udp6
wait
root
internal

(The CHARGEN (character generator) service is an internet protocol defined in RFC 864. It is intended for testing and measurement purposes.

A host may connect to a server that supports the CHARGEN protocol, on either TCP or UDP port 19. Upon opening a TCP connection, the server starts sending arbitrary characters to the connecting host and continues until the hosts closes the connection. In the UDP version of the protocol, the server sends an UDP packet containing a random number (between 0 and 512) of characters every time it receives an UDP packet from the connecting host. Any data received by the server is thrown away.

Current testing and measurement of IP networks is more commonly done with ping and traceroute.)

# Solstice system and network administration class agent server

100232/10
tli
rpc/udp
wait root /usr/sbin/sadmind
sadmind

( we removed sadmind in response to G581 so can safely comment out/remove ) 

# Rquotad supports UFS disk quotas for NFS clients

#

rquotad/1
tli
rpc/datagram_v
wait root /usr/lib/nfs/rquotad
rquotad

(The rquotad daemon is started from /etc/inetd.conf and provides quota reports to NFS clients. If you're not providing NFS file services you don't need this service. If you're not providing NFS file services with file quotas you don't need this service. And even if you are providing NFS file services with file quotas it's not essential that you also provide this service!  )

{{ since it’s not essential that we provide this service, we can shut it down – also we plan on eventually getting rid of NFS }}

# The rusers service gives out user information.  Sites concerned

# with security may choose to disable it.

#

rusersd/2-3
tli
rpc/datagram_v,circuit_v
wait root /usr/lib/netsvc/rusers/rpc.rusersd
rpc.rusersd

(rusersd is the remote network username server. It allows a remote server to view a list of the users on a local machine. This server users datagram_v as well as circuit_v. )

# The spray server is used primarily for testing.

#

sprayd/1
tli
rpc/datagram_v
wait root /usr/lib/netsvc/spray/rpc.sprayd
rpc.sprayd

(rpc.sprayd is a server that  records  the  packets  sent  by spray(1M).    The   rpc.sprayd  daemon  may  be  started  by inetd(1M) or listen(1M). 

   The service provided by rpc.sprayd is not useful as a  net-working benchmark as it uses unreliable connectionless transports, (udp for example). It can report a large  number  of packets  dropped  when  the drops were caused by the program sending packets faster than they  can  be  buffered  locally (before the packets get to the network medium).

spray sends a one-way stream of packets to host  using  RPC, and reports how many were received, as well as the transfer rate.  The host argument can be either a name or an  Internet address.)

# The rwall server allows others to post messages to users on this machine.

#

walld/1

tli
rpc/datagram_v
wait root /usr/lib/netsvc/rwall/rpc.rwalld
rpc.rwalld

("Allows a remote client to broadcast message to all logged users on our server. Very similar to wall, except that it is executed remotely."

Solaris is a UNIX-derived operating system developed by Sun Microsystems. Solaris versions 2.5.1, 2.6, 7, 8, and 9 install the rwall service by default. The rwall daemon (rpc.rwalld) is a utility that is used to listen for remote wall requests on the network. Wall sends a message to all terminals of a time-sharing system when a request is received. If the wall command can not be executed, the rwall daemon displays an error message. 

rpc.rwalld is vulnerable to a format string error. When rpc.rwalld logs error messages, it fails to supply a format string argument. Because of this attackers can insert commands of their choice into the system. An attacker can overwrite arbitrary memory locations in the process space, spawning an interactive command shell. 

Attackers may consume system resources to prevent wall commands, trigger the rwall daemon error message, and then execute commands with rwall daemon permissions by exploiting the format string vulnerability in rpc.rwalld.)

# Rstatd is used by programs such as perfmeter.

#

rstatd/2-4
tli   rpc/datagram_v wait root /usr/lib/netsvc/rstat/rpc.rstatd rpc.rstatd 

(Gives uptime information to remote clients (e.g. rup server_name) -- The rpc.rstatd daemon gives out performance characteristics of your system and is required for the rup(1) command. There are many other services that provide similar data -- the DMI and SNMP services, the rwhod server as used by the ruptime(1) command, the syslogd "mark" facility and lots more. If you want to monitor systems you probably ought to be using SNMP and abandon this one)

# Sun KCMS Profile Server

#

100221/1
tli
rpc/tcp
wait root /usr/openwin/bin/kcms_server
kcms_server

The kcms_server daemon is started from /etc/inetd.conf. It's part of the Kodak Color Management System (KCMS). The manual says it provides access to local KCMS profiles which are used for fancy graphics hardware. It may well be required for tuning graphics consoles at animation studios -- it certainly isn't required for anything I've ever seen! If you're not developing fancy graphics you don't need this. Even if you are doing so I can hardly see why you need provide remote access to other systems -- this looks scary.  It runs as user root and might be compromised  

( I checked with CRI and it’s not used for display of the J.16 images – part of v500) 

# Kerberos V5 Warning Message Daemon

# 

100134/1
tli
rpc/ticotsord
wait
root
/usr/lib/krb5/ktkt_warnd ktkt_warnd

{{ Since we do not use Kerberos, we do not need this }}

# GSS Daemon

#

100234/1
tli
rpc/ticotsord
wait
root
/usr/lib/gss/gssd gssd 

(gssd is the user mode daemon that operates between the  kernel rpc and the Generic Security Service Application Program Interface (GSS-API) to generate and validate  GSS-API  security tokens.  In addition, gssd maps the GSS-API principal names to the local user  and  group  ids.  By  default,  all groups that the requested user belongs to will be included in the grouplist credential.  

The GSS API is a security abstraction layer that is designed to make it easier for developers to integrate with different authentication schemes. It is most commonly used in applications for sites that use Kerberos for network authentication, though it can also allow applications to interoperate with other authentication schemes.  
{{ Update 5 Sep 06 – the following packages are to be removed because they have not been used since they were installed as part of Solaris 8 in 2003: SUNWgsdhx
GSS Diffie-Hellman (64-bit) ; SUNWgssc
GSSAPI CONFIG V2; SUNWgssdh
GSS Diffie-Hellman; SUNWgssk
kernel GSSAPI V2; SUNWgsskx
kernel GSSAPI V2 (64-bit); SUNWgssx
GSSAPI V2 (64-bit) – because of that, we can safely shutdown gssd }}
# AMI Daemon

#

100146/1
tli
rpc/ticotsord
wait
root
/usr/lib/security/amiserv
amiserv

100147/1
tli
rpc/ticotsord
wait
root
/usr/lib/security/amiserv
amiserv
( appears to be used with Smart cards “Smart card operation relies on two daemons, the smart card server ocfserv and the AMI server amiserv”

http://www.phptr.com/content/images/0130277010/samplechapter/0130277010.pdf  -- The AMI keyserver, amiserv, is a per-host daemon that performs cryptographic operations with private keys. The daemon is initiated at system startup by the /etc/rc2.d/S95amiserv run control script.

( since we don’t use smart cards, I think we can disable this )
# OCF (Smart card) Daemon

#

100150/1
tli
rpc/ticotsord
wait
root
/usr/sbin/ocfserv
ocfserv

dtspc stream tcp nowait root /usr/dt/bin/dtspcd /usr/dt/bin/dtspcd

100068/2-5 dgram rpc/udp wait root /usr/dt/bin/rpc.cmsd rpc.cmsd

# SunVTS Daemon

100153/1     dgram   rpc/udp wait root /opt/SUNWvts/bin/sunvts /opt/SUNWvts/bin/sunvts -g 

(SunVTS, Sun Validation Test Suite, tests and validates Sun hardware by verifying the configuration and functionality of hardware controllers, devices, and platforms. SunVTS is used to ensure a "clean bill of health" of the overall system under test and its underlying hardware.  We are planning on removing this from the fielded systems, so we should also comment our/remove this line) {{checking with SST to see if maintenance might use this  5 September 2006 – no reply, delete it}}

26 Sep 06 –
	G079
	 CAT II
	 UNIX STIG: 3.4.3
	 There are world writable files and/or directories.


The recommendation is to “Change permissions on all world writable files and insure all world writable directories are "public directories".”   {{ 08 September 2006 – began looking at this – see S:\LHY\Private\ENGINEERING 2004\Engineering\MCE SSAA\Scan Results\Solaris\G079 world writable files and_or directories.rtf 

S:\LHY\Private\ENGINEERING 2004\Engineering\MCE SSAA\Scan Results\Solaris\G079.rtf

S:\LHY\Private\ENGINEERING 2004\Engineering\MCE SSAA\Scan Results\Solaris\G079_current_listing.xls

A significant number of the “world writable files” are ones that we are going to delete because they are in the “/.dt/” & “/.dt_save/”  directories.  Many of the remainder are various DBFILES directories (they are symbolically linked and there’s really only one of each) 

We verified that taomaint & taomop are members of the ac4i group, and then removed the world writeable from files and directories – built a script that used the file “G079.Examples” ( the complete results of the G079 script ) as input and performed “chmod O –w” on all the files and directories listed in the file “G079.Examples”

	G092
	 CAT II
	 UNIX STIG: 3.8
	 Default accounts have not been disabled.


The recommendation is to “Disable default accounts.  For example: secman sysadmin shutdown”.  Changed the shell for secman sysadmin shutdown to /false & changed their passwords to “NP” in the shadow file. 
	G658
	 CAT II
	 UNIX STIG: 4.1.17
	 A system is using a remote log host not justified and documented with the IAO.


In the /etc/syslog.conf – we commented out the line “mail.debug ifdef(`LOGHOST', /var/log/syslog, @loghost)”   there’s still some stuff left to do on this one so this information is in the “Items YET to be accomplished in securing the Solaris 8 systems used in the OM.doc”
29 September 2006 – 
	G082
	 CAT II
	 UNIX STIG: 3.5
	 Undocumented files have the set user identification (suid) bit set.

	 G083
	 CAT II
	 UNIX STIG: 3.5
	 Undocumented files have the set group identification (sgid) bit set.


G082 – removed the read permission for “group” & “other” from the files that are listed as “baseline”.  Per DISA, the file permissions for files in the “baseline” have been tested & recommended by the field and our examination of them indicates that removing the read permission for “group” & “other” should not have a negative effect.  The files that are listed as “NOT IN BASELINE” will need to be documented in the SSAA as being essential to the MCE mission software & requiring the permissions that they have. 

G083 – removed the read permission for “group” & “other” from the files that are listed as “baseline”.  Per DISA, the file permissions for files in the “baseline” have been tested & recommended by the field and our examination of them indicates that removing the read permission for “group” & “other” should not have a negative effect.  There were no files peculiar to MCE in the listing. 

28 September 2006 – REMOVED unneeded packages (S:\LHY\Private\ENGINEERING 2004\Engineering\MCE SSAA\CT&E related\Scan Results\Solaris\PKGINFO - things to be removed 25 Aug 06.doc )   & deleted unneeded files (S:\LHY\Private\ENGINEERING 2004\Engineering\MCE SSAA\CT&E related\Scan Results\Solaris\Files we can definitely delete 7 sep 06.doc)  

	G511
	 CAT I
	 UNIX STIG: 3.2.1
	 The password integrity check discovered easily guessable passwords.
	2 of 22 account password(s) have been correctly guessed. Risk is minimal since there is no enterprise network connection and the MCE systems reside in a physically protected environment with stringent access controls.


The two accounts are “shutdown” and “taomop” – we’ve disabled the “shutdown” account in response to G092, so we’ve reduced the count by half.  
The 22 accounts represent the minimum
18 October 2006 – 520th attempted to test yesterday, Solaris 8 would not start network services – from Carr Valerie C Contr 520 SMXS/MXDEC 17 October 2006
Hi Roy,

I went to try and build a database to use with the T380 tests today and I received the following errors(I logged in as operator) :

DP Drive:

            VCAS_AF.EXE

            Cannot find the file “VCAS_AF.EXE” (or one of its components) make sure path and filename are correct and that all required libraries are available.  

            !!! ‘XWAWSOCK.dll’ WARNING !!!

            You use old executable or the C:\Program Files\Labtam\XthinPro\sp_ghbn.exe utility cannot be run and IP address of your PC (ntwsl_68) is unknown.  Press OK to obtain anyway.

Scan Failure:  Not enough free disk space to perform a scan. 

            Sms.exe

            Cannot find file sms.exe (or one of its components) make sure path and filename are correct and that all required libraries are available.  

 After hitting the OK key on all the errors I tried to connect to the SSU  - it never connected.

I got Dan and we watched the boot.  This is the error we saw on the Solaris Drive:

Ifconfig:  plumb:  eri0: Bad file number moving addresses from failed IPV4 Interfaces.  (eri0 couldn’t move, no alternate interfaces)

We figured that the network was not working correctly, we could not ping the address to be able to access the drive.  We pulled Loren in to look at it and he could not come up with a solution.  Loren felt that backing out of the changes that had been made would be the direction to go to try and solve the problems. 

RE-installed  SUNWeridx      Sun RIO 10/100 Mb Ethernet Drivers (64-bit) and was able to proceed with the testing by logging on as “Administrator” 
(note: the files “PKGINFO - things that were removed as of 9 Nov 06.doc” & “PKGINFO -things kept as of 9 Nov 06.rtf” have been updated to reflect the RE-installation of  SUNWeridx ) 
